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Only for sysops: Use PR to toggle printer on/of#, 


iP eeend ig for reading messages (mot files). 
apacelimessagetl to read one message. 
Deus: can chain several message, seperated by a space. 
~ Type RM to read ALL messag adreggecd ko you CReacl Mined. 
_ Type RN to reac all NEW mes to you CReac New]. 
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- Type Re to read , Bo fram & certain callsign. 
- Type R> to reac ko & rhain callsign. 
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WO LOCAL, (see what is im the LOCAL sub-directory) 


The Xwcammand toggles your etatus bet 
rmal”’ mode gives you complete prampts and standard megsages. 
perth” mode gives you a very short command line and nothing else. 


- Type X to toggle your status between "“noermal" anc "“exXoerk". 
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The Yrecommancd calle YAFP protocol for binary file transfer. 
Your software must use YAFF protocel to transfer binary files. 


- Type YW tao dist directory of binary files. 

-~ Type YI to list directory with labels. 

~ Type YN to list directory of new binary 

~ Type YU [filename] to send a file TO the 
existing file. 

~ Type YO [filename] to receive a file FROM the 

-~ Type YA (filename d ta delete a file fram the 
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Use ¢Z-command ta for delete files in the BES from BRS-mode., 
Type 2 [fiinamed to delete the file. 
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ot The BPQ Node 
in an Expanding Network 


by Karl Medcalf WK5M, and Phil Anderson WOx]I, 
_ In cooperation with John Wiseman G8BPQ 


July 20, 1990, Lawrence, Kansas 


The release of the Kantronics Data Engine, 
along with the development of their 9600 
baud (G8RUH compatible) modem has now 
added a new dimension to the meaning of a 
Network Node. With the open architecture 
of this packet controller, and the flexibility 
now possible, network expansion and high 
speed operation is now possible with future 
expansion in mind. 


John Wiseman (G8BPQ) has completed 
development of his packet switch software in 
an EPROM version, suitable for installation 
in the Data Engine. The flexibility written 
into this EPROM allows you to configure 
your node to meet your specific require- 
ments. First, let's look at some of the specific 
features of the BPQ node. This is not a new 
node, as the G8BPQ packet switch software 
has been running on numerous systems in 
its PC based version. Using it in this fashion 
allows any KISS mode TNC to be a Network 
Node, providing all the features of Net/Rom 
nodes, and a few new features. 


One of the major advantages of the BPQ 
node over the other nodes is the "stay" 
option when connecting to.another node or 
an end user. When this option is specified 
in the Connect command, the node will not 
cause a complete disas- 
sembly of the network 
link when the far end of 
the connection initiates a 
disconnect. As an exam- 


Figure 1 


end user, or a PBBS near the KSWCH node. 
Since the stay option is in effect, when you 
are finished with the PBBS you simply 

use its BYE command, causing the PBBS 

to disconnect. When that disconnect is 
received by the KSLAW node, you will not 
be disconnected, but you will be sent a mes- 
sage "Returned to node KSLAW". You may 
now issue further commands to the node. 


Since the BPQ node software has previously 
run only in a PC computer (normally co- 
located with a BBS system) this meant that 
the node required a computer to be con- 
nected and running at all times. Now that 
the code has been made available in an 
EPROM version for the Data Engine, the 
computer is no longer required. Another 
advantage of this implementation is that 
since the Data Engine is a dual-port unit, 
you can now operate a simple two-port 
Network Node using a single Data Engine 
with the BPQ EPROM code installed. The 
serial port of the Data Engine can be con- 
figured to appear like a TNC-2, allowing 
regular use with a simple terminal program, 
or access by a BBS system, just as though 
the BBS were connected to a TNC-2. (See 
figure 1) 


Computer running 
terminal program or 
BBS system 


Data Engine 
with BPQ EPROM 
and AUX switch out 


ple, if you connect toa 
node named "KSLAW", 
and then issue a connect 
of the form "C KSWCH 
S", this will activate the 
stay function and con- 
nect you to the KSWCH 
node. From this point 
you could connect to an 


RS232 port of DE 
acts like TNC2 
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Frequently, » > have the need Piedra? 


for more than two radios ina 
single node, and this has been 
cumbersome in past implemen- 
tations of node firmware. With 
the BPQ code running in the 
Data Engine, a simple press of 
the front panel AUX switch 
changes the serial port from a 
TNC-2 port to a KISS link, ; 
which may be connected to any 
KISS mode TNC. In this config- 

uration (see figure 2), you can 

have a three-port Network node with a sin- 
gle Data Engine using the BPQ code anda 
TNC-2 in KISS mode. No specific require- 
ments exist for the TNC-2, except that it 
runs the KISS firmware. Since the Data 
Engine supports both 1200 and 9600 baud 
modems, as well as virtually any other 
known modem, you could configure this 
three-port node as a gateway for 1200 baud 
users onto a 9600 baud backbone, or even to 
a PSK modem for a satellite gateway. 


Need more than three ports? Not a big prob- 
lem with the BPQ/Data Engine combination. 
A simple 4-port node can be configured 
using the Data Engine/BPQ combination 
with a KPC-4 or KAM (KISS mode) con- 
nected to the Data Engine serial port. Since 
the BPQ code allows for dual-port KISS, this 
provides a low-cost, no-diode implementa- 
tion of a 4 port configuration. The four ports 
could all be different radios, bands, speeds 
and so forth. (See figure 3). 


There is another implementation possible 
due to the incorporation of a new method 
called “multi-drop" kiss. John Wiseman 


Figure 3 


Data Engine 
with BPQ EPROM 
and AUX switch in 
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Data Engine 
with BPQ EPROM 
and AUX switch in 


KPC-4 or KAM 
in KISS mode 


TNC-2 in 
KISS mode 


implemented dual port support using the 
Kantronics scheme. Since the KISS imple- 
mentation as originally specified only uses 
the low nibble (4 bits) of the control byte to 
specify the function, the high nibble was 
used by Kantronics in version 2.84 and later 
of their firmware to address the two ports of 
the KAM and the KPC-4. If the high nibble 
was zero, then the unit would address one 
port, and if the high nibble of this byte was 
non-zero, it would address the other port. 


John has extended this implementation to 
allow all four bits of the upper nibble to be 
Significant, thus permitting up to 16 differ- 
ent KISS addresses to be defined. He has 
supplied in his distribution, versions of the 
KISS code for the various TAPR type TNCs, 
and documents which byte of this code to 
change in order to tell each TNC which 
address it is assigned. Kantronics is also 
making an EPROM image available for free, 
non-commercial use, which contains this 
capability, along with instructions for chang- 
ing the correct address information. This is 
available for all Kantronics TNCs direct 
from the manufacturer's phone-line BBS 
(913-842-4678). 


When using this method, 
all of the TNCs can be 
attached to a single serial 
port, such as the serial 
port of the Data Engine. 
A single diode is con- 
nected in the RXD line of 
each TNC, with the anode 
connected to the TNC and 
the cathode connected to 
the serial port of the com- 
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Frequently, y > have the need 
for more than two radios ina 
single node, and this has been 
cumbersome in past implemen- 
tations of node firmware. With 
the BPQ code running in the 
Data Engine, a simple press of 
the front panel AUX switch 
changes the serial port from a 
TNC-2 port to a KISS link, 
which may be connected to any 
KISS mode TNC. In this config- 

uration (see figure 2), you can 

have a three-port Network node with a sin- 
gle Data Engine using the BPQ code and a 
TNC-2 in KISS mode. No specific require- 
ments exist for the TNC-2, except that it 
runs the KISS firmware. Since the Data 
Engine supports both 1200 and 9600 baud 
modems, as well as virtually any other 
known modem, you could configure this 
three-port node as a gateway for 1200 baud 
users onto a 9600 baud backbone, or even to 
a PSK modem for a satellite gateway. 


Need more than three ports? Not a big prob- 
lem with the BPQ/Data Engine combination. 
A simple 4-port node can be configured 
using the Data Engine/BPQ combination 
with a KPC-4 or KAM (KISS mode) con- 
nected to the Data Engine serial port. Since 
the BPQ code allows for dual-port KISS, this 
provides a low-cost, no-diode implementa- 
tion of a 4 port configuration. The four ports 
could all be different radios, bands, speeds 
and so forth. (See figure 3). 


Figure 2 


There is another implementation possible 
due to the incorporation of a new method 
called "multi-drop" kiss. John Wiseman 


Figure 3 


Data Engine 
with BPQ EPROM 
and AUX switch in 
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Data Engine 
with BPQ EPROM 
and AUX switch in 


TNC-2 in 
KISS mode 


implemented dual port support using the 
Kantronics scheme. Since the KISS imple- 
mentation as originally specified only uses 
the low nibble (4 bits) of the control byte to 
specify the function, the high nibble was 
used by Kantronics in version 2.84 and later 
of their firmware to address the two ports of 
the KAM and the KPC-4. If the high nibble 
was zero, then the unit would address one 
port, and if the high nibble of this byte was 
non-zero, it would address the other port. 


John has extended this implementation to 
allow all four bits of the upper nibble to be 
Significant, thus permitting up to 16 differ- 
ent KISS addresses to be defined. He has 
supplied in his distribution, versions of the 
KISS code for the various TAPR type TNCs, 
and documents which byte of this code to 
change in order to tell each TNC which 
address it is assigned. Kantronics is also 
making an EPROM image available for free, 
non-commercial use, which contains this 
capability, along with instructions for chang- 
ing the correct address information. This is 
available for all Kantronics TNCs direct 
from the manufacturer's phone-line BBS 
(913-842-4678). 


When using this method, 
all of the TNCs can be 
attached to a single serial 
port, such as the serial 
port of the Data Engine. 
A single diode is con- 
nected in the RXD line of 
each TNC, with the anode 
connected to the TNC and 
the cathode connected to 
the serial port of the com- 


KPC-4 or KAM 
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puter or Data Engine. The BPG code in the KPC. £ (which each would use ~ addresses 


computer or Data Engine then polls each and connect to 2 radios). 

TNC in turn (by address) for information, ; : ; 

and the TNC then responds with any data In this type implementation however, I sug- 
that it has received from its associated gest connecting the busiest radio channels 
radio. No data is sent by the TNCs to the directly to the Data Engine radio ports, 
host computer or Data Engine without being since all other TNCs are polled for data, 
polled, so there is no conflict in data on the thus possibly slowing them down slightly. 
serial line. This seems like a possible way to finally 


begin to improve our Network efficiency at a 
reasonable cost, and maintain the flexibility 
to expand to even higher speeds or new 


Using this multi-drop kiss method, a possi- 
ble configuration for a multi-port Network 
Node could look similar to the one shown in ; 
figure 4. Using this method, it is theoreti- modems as they become available. The open 
cally possible to have one Data Engine with architecture of the Data Engine will cer- 
BPQ code (2 radio ports) connected to as tainly lead to the development of other firm- 
many as 16 other TNCs using the multi- ware/hardware, and perhaps we can again 
drop KISS code, each connected to its own make packet a viable means for communica- 
radio. You could conceivable mix and match tion in real-time as well as a messaging 

all makes of TNCs, including the KAM and system. 


Figure 4 RXD 
| J TNC-2 in i 
MULTIKISS mode Radio 3 
Data Engine 


with BPQ EPROM 


and AUX switch in 
es 
KPC-4 or KAM in 


RXD 
TNC-2 in 
MULTIKISS mode 
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San Diego Packet Organizing Group 
BACKGROUND 


For some time now it has been recognized that a stable organized packet system 
was needed in the area to provide reliable packet communications. Until recently, 
packet communications has depended upon dedicated individuals putting up 
personal "digipeaters" and bulletin boards to serve the amateur community. Some 
of these have worked very well and provided good service. The problem is that 
people move, change jobs, loose interest, have home problems, etc and the link 
or digipeater or bulletin board simply goes away. Under these conditions the 
packet system is in a constant state of change with no one knowing just where 
the next link is going to be or how to get into another area. 


For these reasons many of the packet community leaders have organized and set 
goals that are designed to best serve the packer community. A formal meeting 
was held on 6 October 90 to submit the proposed plans along with the work 
already done. A list of the persons involved is included at the end of this 
proposal. 


GOALS 


l. DIRECTION 
To develop a consensus of direction for Amateur packet radio growth in San 


Diego County. 


2. METRO NET 
Establishment of an area-wide "Metropolitan Area Network" that all San Diego 
County general-coverage nodes can join to form a cohesive network. 


3. INTRACOMMUNITY NETWORKING 
Enhancement of intracommunity networking. 


4. INTERCOMMUNITY NETWORKING 
Enhancement of inter-community networking to provide better data transport 
between San Diego and surrounding areas. 


PROPOSALS 


1. FELLOWSHIP 
The group agrees to meet regularly, either in person or on the air, to exchange 
ideas, problems, and progress reports. 


2. METROPOLITAN (Intra-Community) NETWORKING 

SCRRBA (UHF Coordination agency) has "allocated" the simplex frequency 439.000 
MHz with + 75KHz bandwidth for packet radio use in metropolitan area 
networking, This bandwidth was wide enough to be used for 56kb networking, 
and was originally allocated for that purpose in response to a request from 
WB6HHV (local packet leader) and others. 


In the San Bernardino/Riverside area however, this channel is in use with 
narrowband emissions for 9600bps. Because that mode of operation precludes the 
use of the channel for its original intended mode of 56kb , the 56kb 
experimenters have chosen to remain the nationwide frequency of 433.05MHz, 
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leaving the range 438.250 to 439.075MHz available for use. 


We propose that 439.050MHz be used for the San Diego METRO channel at 9600bps 
using FSK (KING or G3RUH) emissions. This will operate within the SCRRBA 
allocation yet will cause no interference to Riverside/San Bernardino metro use. 


As a first step we propose to add METRO capability to the Otay and Lyons nodes. 
This will remove the need for forwarding between those two sites on 2 meters, 
and will provide 8 times the bandwidth for access to the 4800bps Otay 6 meter 
intercommunity (WAN) link. 


Later, other nodes around town should add METRO capability to improve local 
data exchange. It is important that ALL nodes on the METRO be able to 
communicate directly with one another, not only to eliminate the waste of 
bandwidth that occurs when packets have to be forwarded, but also to prevent 
the extreme degradation of throughput that occurs when hidden terminals exist 
on a network. 


We'd like to urge the Palomar Amateur Radio Club to upgrade their equipment 
from a simple digipeater to a full node, and to add it to the METRO network. 


It is conceivable that high-volume data sources or sinks other than nodes could 
participate in the METRO directly, assuming that they can be configured so as 
to avoid hidden terminal problems on the METRO. 


Higher speed network access is an advantage that we do not currently enjoy. In 
keeping with the philosophy that user access channels belong primarily on 2 
meters, it is proposed to replace the Otay 145.01MHz node with a 9600bps node 
on 144.99, Also K6KGS on 145.09 would be changed to WB6WLV (SANDRA call). 


The majority of San Diego network nodes are clustered on 145.05MHz. By shifting 
one or two of these to other channels, the huge number of collisions that waste 
a major proportion of potential channel bandwidth can be achieved. No access to 
any resource will be lost, since all nodes can be reached via the METRO, which 
is anticipated to have adequate bandwidth for the near future. 


It is anticipated that the METRO can be upgraded in a few years to 56kb as 
packet usage increases, and as TNCs capable of handling that bandwidth become 
available. (Current TNCs havea maximum throughput equivalent to about 4800bps, 
even when interfaced at 9600bps. The processors simply aren't able to switch 
packets faster than that. Only the Kantronics DE56 and AEA PS-186 show the 
promise of being able to perform at 56kb today, and software for those devices 
is not yet being shipped.) 


Finally, it is anticipated that a set of recommended TNC parameter settings can 
be developed that will maximize the usable bandwidth of packet channels in the 
area. These settings should be publicized and made available to ham radio 
vendors in the area so that they can provide their customers with the optimum 
settings for the many packet parameters. It is the sad truth that the 
manufacturer's default settings for TNCs are often based on historical usage 
rather than any rational evaluation of the alternatives. 


3. INTER-COMMUNITY NETWORKING 
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Currently much of the data transmission between San Diego and other areas takes 
place on the California 6 meter backbone, through the Otay node. A fair amount 
takes place on user access channels, particular 223.42MHz. This is more by 
accident than planning, as for many of the stations reached on 220MHz an 
alternate path on 6 meters exists. By judicious use of route lockouts, inter- 
community traffic can be directed over the 6 meter backbone, which has a higher 
bandwidth. Additionally, work is underway to expand the limits of the backbone. 
A project yo extend it to the Bay Area is in progress, and may be completed in 
the early weeks of 1991. A proposal to extend it eastward across the desert to 
Arizona should be examined and pursued if practical. 


To this end, several 6 meter radios were obtained and work is underway to set 
them up for participation in the backbone. If enough additional equipment can 
be obtained to add 6 meter backbone capability to one or two of the outlying 
nodes, those can become links between the metropolitan nodes and other 
communities. 


Initially, adding 6 meter capability to the Laguna/Monument Peak node would be 
the first step in linking across the desert to Arizona. 
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Appendix 
Suggested San Diego Node Configurations 


Otay Mountain WB6WLV (San Diego County Packet Hub) 
METRO 439.05 

6 meter backbone 51.12 4800bps "Intra City" (existing) 
144.99 9600 bps 

145.09 1200bps (now 145. 01) 


Lyons Peak WB6WLV 
METRO 439.05 

145.01 1200bps (existing) 
223.42 1200bps (existing) 


Palomar Mountain W6NWG 
145.05 1200 bps (convert digipeater to node) (existing) 
METRO 439.05 


San Miguel Mountain AA4CD 
METRO 439.05 
145.61 1200bps (when channel becomes avail.) (presently on 145.05) 


Laguna MOuntain/Monument Peak KA6DAC 
METRO 439.05 

6 meter link to Arizona 51.12 4800bps 
145.05 1200bps (existing) 


Rattlesnake Ridge (Santee/El] Cajon area) (WA6BGS requested) 
METRO 439.05 
145.03 1200bps 


Mt Soledad WB6HHV 
METRO 439.05 
144.xx (waiting for frequency) (ro posed) 


AA6QN 

METRO 439.05 
145.01 1200bps 
BBS 

GATEWAY 
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SOLEDAD 
WB6HHV 


439.05 METRO 9600 
3112 INTRACITY 
144.99 9600 USER 
145.09 1200 USER 
COMPUTER CONTROL 
BBS/MAIL BOX 


OTAY 
WB6WLV 


S11le 4800 
TO ELSINOR 


TO BIG BEAR 


LA/FRAZIER 
TO ARIZONA VIA MPK 


AAG6QN 
SANTEE 


WA6BGS 
EL CAJON 


SANDIEGO COUNTY PACKET 


439.05 METRO 9600 
145.01 1200 USER 
HF GATEWAY 

BBS /MAILBOX 


439.05 METRO 9600 
145.03 1200 USER 


439.05 METRO 9600 


145.61 1200 USER 


LYONS 


WB6WLV | 


> 


SS Pe 


| 439.065 METRO 9600 
PALOMAR | 145.05 1200 USER 


W6ENWG 


| 439.05 METRO 9600 
SLi2 INTRACITY 
| 145.05 1200 USER 


MPK 


KA6DAC 


Slle 
Ls TD ARIZONA 


439.05 METRO 9600 
145.01 1200 USER 


223.42 1200 USER 
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PROPOSED CONFIGURATION OF RATTLESNAKE RIDGE NODE 


i. 
2. 
3. 


4. 


8. 
9. 
10. 
il. 


145.03MHz 2 meter transceiver 

439.05MHz 70cm transceiver 

2 Packet TNCs (PK88 or MFJ-1270 series) 

2 NET/ROM chips for TNCs (proposed WA6BGS-1 and -4) 

1 Dual band omni antenna, Diamond 144/440 MHz 

1 Duplexer network for antenna (splits output to radios) 

1 VHF bandpass cavity (interference and intermod suppression) 

1 UHF bandpass cavity (interference and intermod suppression) 

40 ft Belden 9913 low loss cable 

Power Supply (adequate to run 220 machine and Packet equipment) 


Misc. hardware, connectors, ties screws, nuts, etc 
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The Otay Mountain Packet Switch 
b 
Brian eee WBECYT 


The WB6WLV-10 Amateur Packet Radio switch on Otay Mountain in southern San Diego County 
is the most advanced networking facility available to hams in Southern California. Sponsored by 
SANDPAC, the San Diego Packet Radio Association (in cooperation with SANDRA, the San 
Diego Repeater Association), the new switch has greatly enhanced packet radio operation in the 


San Bieg9 area. 


User access is via duplex digital repeater at 9600 and 1200 bps on the two-meter band, plus a 
high-speed port at 56,000 bps on 70cm. The switch also provides AX.25, NET/ROM™ and 
TCP/IP connectivity to the California Intercity Trunking (CIT) and San Diego Metropolitan Area 


networks. 


A bit of history 

Early in the development of amateur 
packet radio, it became clear that simple 
keyboard-to-keyboard operation in the style 
of RTTY was only the most elementary use to 
which the newfangled packet radio could be 
put. Since packet provided hams for the first 
time ever with an error-free digital communi- 
cations channel, messages could be sent 
from originator to recipient without a great 
deal of human intervention. But the range 
wasn't very good. 


The designers of ham packet radio 
knew that there would have to be a way to 
transfer data beyond a single point-to-point 
connection. 


‘The original AX.25 protocol included a 
provision for a digipeater, a simple device 
that briefly stores a packet and relays it 
onward along a specified path. It was known 
at thé time that digipeaters would yield poor 
performance and degrade channel 
throughput for all users, but at the time, it was 
a simple expedient to extend the range of 
packet stations. The developers felt sure that 
more advanced networking schemes were 
sure to emerge that would obsolete and 
replace the digipeater. 


A decade later, digipeaters are still 
(unfortunately) with us, but more sophisti- 
cated networking schemes have come into 
use, i The original AX.25 implementors’ idea 
for an internetworking scheme inside the 
AX.25 protocol hasn't come to pass, but Tex- 
Net, NET/ROM, ROSE, and TCP/IP have all 
madé their mark in the ham networking world. 
The Otay switch ac omodates several of 
these. 


What’s up there 


iThe new switch is a seven-foot rack of 
equipment running off a battery-backup 
power supply. It is built around the Gracilis 


i) 


i 


PackeTen advanced networking switch (their 
5-port standalone model). Attached to the 
switch are a 56kb/s radio modem and com- 
mercial radios for the 2m repeater, and the 
Metro and CIT links. There is a remote con- 
trol system with environmental sensors. A 
set of cavity filters and an antenna duplexer 
complete the installation. The five ports - 
named /an56, metro, cit, rpt96, and rptt2 - 
are described below. 


The Gracilis switch is a compact board 
featuring the Motorola MC68302 Advanced 
Communications Controller chip, 512kb of 
dynamic RAM, 32kb of EEPROM, an 8530 
serial controller, and 256kb of program 
EPROM. It directly generates the packet 
bitstreams; only a modem is needed to 
modulate and demodulate the signals on the 
radios - no conventional TNC is used. 


The primary user interface to the switch 
is through its attached duplex digital repeater, 
discussed below. 


The Metro and CIT link tra:..ceivers are 
commercial Motorola transceivers attached to 
modified KONG/TAPR direct-FSK modems. 
The Metro link operates at 9600 bps in the 
7Ocm band, running about 12 watts to a 
somewhat-cirectional antenna. The CIT link 
Operates in the 6m band running about 25 
watts into (currently) an omnidirectional 
antenna. Please note that these are linking 
channels; they should not be used for user 
access to the switch as significant degrada- 
tion of the system may result. 


The 56kb system is a little less conven- 
tional. The WA4DSY design is a sophisti- 
cated modem that accepts and supplles a 
bitstream at one end, and generates and 
receives a 29 MHz radio signal at the other 
end. The 29 MHz intermediate frequency is 
then transverted to the channel frequency 
(currently 433.050 MHz). The DSY modem 
uses a modulation technique called Minimum 
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Shift Keying to reduce the amount of spec- 
trum it consumes balanced against reason- 
able cost and complexity. At the 56kb rate, 
an MSK modem is about 75 KHz wide. The 
56kb antenna is a horizontally polarized yagi 
directéd roughly towards downtown San 
Diego, Unfortunately, we are experiencing 
periods of extreme degradation of the 56kb 
channel because of interference from radar. 
It may become necessary to move to another 
frequency. 


The Repeater 

The 2m packet repeater is probably the 
most Surprising feature of the Otay system. It 
is much like a conventional voice repeater, 
with a receiver listening on 144.76 MHz anda 
transmitter 600 kHz higher (on 145.36 MHz), 
a frequency pair that has always been used 
for digital communications in Southern Cali- 
fornia, 

However, instead of a conventional 
audio. path between the receiver and 
transmitter, there is a digital remodulator that 
decodes the incoming signal (at either 1200 
or 9600 bps), and regenerates the digital FSK 
on the associated transmitter. There are two 
reasons for doing this: it promotes better 
reception by packet stations, since they need 
only adjust their receivers to one transmitter's 
modulation characteristics, and it discourages 
use of the system by FM voice stations. 


Besides repeating the received digital 
signal, ti 72, cater’s demodulators (there are 
two: one for 1200 bps and one for 9600 bps) 
feed the received data to ports on the Gracilis 
switch, so that users can connect to the 
switch while using the repeater. Similarly, ine 
switch has access to the companion modula- 
tors to allow it to communicate with repeater 
users, to send beacons and broadcasts, and 
to identify the system using undirected pack- 
ets. 

Unlike other networking systems with 
which the reader may be familiar, it is NOT 
necessary to connect to the switch when 
conversing with another packet station on the 
repeater. After a user sets his packet station 


The DSY modem is an amateur kit, available from 
the Georgia Radio Amateur Packet Experimenters 
Society (GRAPES) in Alpharetta, GA, for about 
$250.! You also need a transverter for the 
appropriate frequency band; these range from $150 
to $300. An IBM-PC running NOS (plus an 
interface card, $100) and the Kantronics Data 
Engine are the only off-the-shelf systems that | 
know of that can use this modem. 


! 
} 


i 
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to receive on 145.36 MHz, and transmit on 
144.76 MHz ("down 600"), connection and 
conversation seem exactly as though they 
were taking place on a conventional simplex 
channel! even though packets are being 
repeated. The difference is that every station 
conversing on the channel also hears the 
transmitted packet at the same time as well, 
and will not transmit on top of it. The largest 
single killer of amateur packet radio 
bandwidth is the hidden station* problem; the 
repeater completely eliminates that cause of 
collisions. 


One slight disadvantage of the repeater 
is that it takes a slight bit more time to key up 
and repeat than a simplex station might; 
some people have also found that their syn- 
thesized radios take longer to begin transmit- 
ting when they have to do the 600 kHz shift. 
Thus some stations have to lengthen their 
transmitter kKeyup delay ("TXD") by some mil- 
liseconds. A reasonable practice is to start at 
about 200 ms (TXD 20) and increase that by 
50 ms steps until reliable communications are 
achieved, Nearly everyone comes up with a 
delay of 350 ms (TXD 35) or less. 


The repeater is running about 35 watts 
output into the duplexer. About 22 watts is 
reaching the antenna, which is a corner 
reflector oriented to favour the San Diego 
area and to reduce the amount of signal 
reaching the Los Angeles area, where a simi- 
lar digital repeater system shares the channel 
with us. 


So what can it do? 


The software in the Gracilis switch is 
based on the now-famous KA9SQ Network 
Operating System ("NOS"), with many 
enhancements by Don Lemley, N4PCR. It 
allows a user to connect to the switch and 
obtain connections out any of the five switch 
ports (lan56, metro, cit, rpt96, or rpt?2) using 
plain AX.25, NET/ROM, or TCP/IP. 


The switch functions as a_ fully- 
compatable NET/ROM node, learning desti- 
nation nodes and neighbor routes from other 
nodes on the Metro and CIT ports. As San 
Diego's only connection (currently) to the Cal- 


Hidden Station: when stations A and B are 
conversing, a third station C may be able to hear 
station A but not hear station B. C will avoid 
sending a packet when A (which he can hear) is on 
the air, but because C can't hear B, he'll likely 
transmit on top of B’s packets, colliding with them, 
and causing B to have to retransmit them 
repeatedly until they finally get to A undamaged, 
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ifornia Intercity Trunk, gives us connectivity 
outside the county, while its Metro port pro- 
vides ‘connections to other nodes in San 
Diego, such as the Lyons Peak, Palomar 
Mountain, and Rattlesnake Ridge nodes. The 
Metro net also provides a way for Otay and 
the other participating nodes to reach central 
resources like the CYTBBS and others to 
come.’ 

The TCP/IP capabilities of the switch 
are something new for San Diego. By careful 
construction of transport routes in the 
switch’s IP routing tables, we have been able 
to provide TCP/IP connectivity to Los 
Angeles, Chicago, and St. Louis. As similar 
gateway systems appear, we expect this con- 
nectivity to increase. By use of the ARP 
broadcast feature of NOS, TCP/IP users at 
home, stations can also make use of the 
switch’s automatic routing capabilities to 
allow San Diego TCP/IP stations to automati- 
cally Connect to each other, whether a partic- 
ular station is operating at 1200 or 9600 bps 
on the repeater, or at high speed on the 56kb 
port, ; 


Since TCP/IP permits simultaneous 
operation of a station to converse, exchange 
mail, upload or download files, and provide 
status and information messages, TCP/IP 
users'can make vastly greater use of packet 
radio than can other existing protocol users. | 
believe that the capabilities of the Otay switch 
will help foster the growth of sophisticated 
networking using TCP/IP. 


Other features 


} 

The switch also has a converse or 
“conférence bridge” mode. This provides a 
“round-table” where people can gather and 
exchange remarks. Once participating in the 
round-table, each station’s transmissions are 
relayéd to each of the other participants, who 
can also contribute to the discussion. Each 
station’s remarks are identified with the 
callsign and/or the name of the person who 
sent them. Because the conference bridge 
resends each packet to each of the con- 
nected users, it consumes a lot of channel 
bandwidth. 

At some time in the future we expect to 
instal] a callbook server, which would allow 
users to look up a callsign or name or 
address. Although the switch already has 
this Capability, it depends on relaying the 
query to a special ground-based server, 
which is not yet set up. 


Using 
the 
Otay Packet System 


Repeater or Switch? 


First you must determine whether you 
need to connect to the switch. If the station 
you wish to contact is operating on the 
repeater at the same baud rate as you are 
(1200 or 9600), you can just connect to that 
station — you need not connect to the switch. 
Just use the repeater. 


However, if the station you want to con- 
nect to is reached via a NET/ROM node, or is 
on another port of the switch, or you wani to 
make use of the other facilities of the Gracilis 
switch, you'll need to connect to one of the 
user ports of the switch. 


If you are connecting directly (using 
simple standard AX.25) on the 1200 bps or 
9600 bps repeater, or on the 56kb port, you 
should connect to WB6WLV-10 or to the 
alias OTAY. You must then send at least one 
blank line to get the switch’s command inter- 
preter started; if you enter a command before 
you have entered the blank line, it will be 
ignored. 


lf you are connecting from another node 
via NET/ROM, the blank line is not neces- 
sary. 

TCP/IP users should telnet to host 
OTAY.AMPR.ORG, IP address 44.8.0.100. 
By default, the switch routes all 44.8 subnet 
traffic to the 1200 bps repeater port; if you are 
connecting on the 56kb or 9600 bps ports, 
you must first (and periodically) broadcast a 
RIP packet on that port so that the switch can 
learn which port to use to route to your sta- 
tion. Once connected, you will be prompted 
to enter your callsign as a fogin. 
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The Otay Mountain Packet Switch 
b 
Brian eenton WBE6CYT 


The WB6WLV-10 Amateur Packet Radio switch on Otay Mountain in southern San Diego County 
is the most advanced networking facility available to hams in Southern California. Sponsored by 
SANDPAC, the San Diego Packet Radio Association (in cooperation with SANDRA, the San 
Diego Repeater Association), the new switch has greatly enhanced packet radio operation in the 


San Diego area. 


User access is via duplex digital repeater at 9600 and 1200 bps on the two-meter band, plus a 
high-speed port at 56,000 bps on 70cm. The switch also provides AX.25, NET/ROM™ and 
TCP/IP connectivity to the California Intercity Trunking (CIT) and San Diego Metropolitan Area 


networks. 


A bit of history 

Early in the development of amateur 
packet radio, it became clear that simple 
keyboard-to-keyboard operation in the style 
of RTTY was only the most elementary use to 
which the newfangled packet radio could be 
put. Since packet provided hams for the first 
time ever with an error-free digital communi- 
cations channel, messages could be sent 
from originator to recipient without a great 
deal of human intervention. But the range 
wasnt very good. 


The designers of ham packet radio 
knew that there would have to be a way to 
transfer data beyond a single point-to-point 
connection. 


‘The original AX.25 protocol included a 
provision for a digipeater, a simple device 
that briefly stores a packet and relays it 
onward along a specified path. It was known 
at the time that digipeaters would yield poor 
performance and degrade channel 
throughput for all users, but at the time, it was 
a simple expedient to extend the range of 
packet stations. The developers felt sure that 
more advanced networking schemes were 
sure to emerge that would obsolete and 
replace the digipeater. 


A decade later, digipeaters are still 
(unfortunately) with us, but more sophisti- 
cated networking schemes have come into 
use, |The original AX.25 implementors’ idea 
for an internetworking scheme inside the 
AX.25 protocol hasn't come to pass, but Tex- 
Net, NET/ROM, ROSE, and TCP/IP have all 
made their mark in the ham networking world. 
The Otay switch ac omodates several of 
these. 


What’s up there 


iThe new switch is a seven-foot rack of 
equipment running off a battery-backup 
power supply. It is built around the Gracilis 


i 


PackeTen advanced networking switch (their 
5-port standalone model). Attached to the 
switch are a 56kb/s radio modem and com- 
mercial radios for the 2m repeater, and the 
Metro and CIT links. There is a remote con- 
trol system with environmental sensors. A 
set of cavity filters and an antenna duplexer 
complete the installation. The five ports - 
named /and56, metro, cit, rpt96, and rptt2 - 
are described below. 


The Gracilis switch is a compact board 
featuring the Motorola MC68302 Advanced 
Communications Controller chip, 512kb of 
dynamic RAM, 32kb of EEPROM, an 8530 
serial controller, and 256kb of program 
EPROM. It directly generates the packet 
bitstreams; only a modem is needed to 
modulate and demodulate the signals on the 
radios ~ no conventional TNC is used. 


The primary user interface to the switch 
is through its attached duplex digital repeater, 
discussed below. 


The Metro and CIT link tra:...ceivers are 
commercial Motorola transceivers attached to 
modified KONG/TAPR direct-FSK modems. 
The Metro link operates at 9600 bps in the 
70cm band, running about 12 watts to a 
somewhat-directional antenna. The CIT link 
Operates in the 6m band running about 25 
watts into (currently) an omnidirectional 
antenna. Please note that these are linking 
channels; they should not be used for user 
access to the switch as significant degrada- 
tion of the system may result. 


The 56kb system is a little less conven- 
tional. The WA4DSY design is a sophisti- 
cated modem that accepts and supplies a 
bitstream at one end, and generates and 
receives a 29 MHz radio signal at the other 
end. The 29 MHz intermediate frequency is 
then transverted to the channel frequency 
(currently 433.050 MHz). The DSY modem 
uses a modulation technique called Minimum 
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Shift Keying to reduce the amount of spec- 
trum it consumes balanced against reason- 
able cost and complexity. At the 56kb rate, 
an MSK modem is about 75 kHz wide. The 
56kb antenna is a horizontally polarized yagi 
directéd roughly towards downtown San 
Diego, Unfortunately, we are experiencing 
periods of extreme degradation of the S6kb 
channel because of interference from radar. 
lt may become necessary to move to another 
frequency. 

The Repeater 


The 2m packet repeater is probably the 
most Surprising feature of the Otay system. It 
is much like a conventional voice repeater, 
with a receiver listening on 144.76 MHz anda 
transmitter 600 kHz higher (on 145.36 MHz), 
a frequency pair that has always been used 
for digital communications in Southern Cali- 
fornia, 

However, instead of a conventional 
audio path between the receiver and 
transmitter, there is a digital remodulator that 
decodes the incoming signal (at either 1200 
or 9600 bps), and regenerates the digital FSK 
on the associated transmitter. There are two 
reasons for doing this: it promotes better 
reception by packet stations, since they need 
only adjust their receivers to one transmitter's 
modulation characteristics, and it discourages 
use of the system by FM voice stations. 


Besides repeating the received digital 
signal, th 13, cater’s demodulators (there are 
two: one for 1200 bps and one for 9600 bps) 
feed the received data to ports on the Gracilis 
switch, so that users can connect to the 
switch while using the repeater. Similarly, ihe 
switch has access to the companion modula- 
tors to allow it to communicate with repeater 
users, to send beacons and broadcasts, and 
to identity the system using undirected pack- 
es. | 


t 


‘Unlike other networking systems with 
which the reader may be familiar, it is NOT 
necessary to connect to the switch when 
conversing with another packet station on the 
repeater. After a user sets his packet station 


The DSY modem is an amateur kit, available from 
the Georgia Radio Amateur Packet Experimenters 
Society (GRAPES) in Alpharetta, GA, for about 
$250.; You also need a transverter for the 
appropriate frequency band; these range from $150 
to $300. An IBM-PC running NOS (plus an 
interlace card, $100) and the Kantronics Data 
Engine are the only off-the-shelf systems that | 
know of that can use this modem. 


| 
y 
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to receive on 145,36 MHz, and transmit on 
144.76 MHz ("down 600"), connection and 
conversation seem exactly as though they 
were taking place on a conventional simplex 
channe! even though packets are being 
repeated. The difference is that every station 
conversing on the channel also hears the 
transmitted packet at the same time as well, 
and will not transmit on top of it. The largest 
single killer of amateur packet radio 
bandwidth is the hidden station problem; the 
repeater completely eliminates that cause of 
collisions. 


One slight disadvantage of the repeater 
is that it takes a slight bit more time to key up 
and repeat than a simplex station might; 
some people have also found that their syn- 
thesized radios take longer to begin transmit- 
ting when they have to do the 600 kHz shift. 
Thus some stations have to lengthen their 
transmitter keyup delay ("TXD"} by some mil- 
liseconds. A reasonable practice is to start at 
about 200 ms (TXD 20) and increase that by 
50 ms steps until reliable communications are 
achieved. Nearly everyone comes up with a 
delay of 350 ms (TXD 35) or less. 


The repeater is running about 35 watts 
output into the duplexer. About 22 watts is 
reaching the antenna, which is a corner 
reflector oriented to favour the San Diego 
area and to reduce the amount of signal 
reaching the Los Angeles area, where a simi- 
lar digital repeater system shares the channel 
with us. 


So what can it do? 


The software in the Gracilis switch is 
based on the now-famous KA9Q Network 
Operating System ("NOS"), with many 
enhancements by Don Lemley, N4PCR. It 
allows a user to connect to the switch and 
obtain connections out any of the five switch 
ports (lan56, metro, cit, rpt96, or rpt12) using 
plain AX.25, NET/ROM, or TCP/IP. 


The switch functions as a_ fully- 
compatable NET/ROM node, learning desti- 
nation nodes and neighbor routes from other 
nodes on the Metro and CIT ports. As San 
Diego's only connection (currently) to the Cal- 
Hidden Station: when stations A and B are 
conversing, a third station C may be able to hear 
station A but not hear station B. C will avoid 
sending a packet when A (which he can hear) is on 
the air, but because C can't hear B, he'll likely 
transmit on top of B's packets, colliding with them, 
and causing B to have to retransmit them 
repeatedly until they finally get to A undamaged. 
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ifornia Intercity Trunk, gives us connectivity 
outside the county, while its Metro port pro- 
vides ‘connections to other nodes in San 
Diego, such as the Lyons Peak, Palomar 
Mountain, and Rattlesnake Ridge nodes. The 
Metro net also provides a way for Otay and 
the other participating nodes to reach central 
resources like the CYTBBS and others to 
come: 

The TCP/IP capabilities of the switch 
are something new for San Diego. By careful 
construction of transport routes in the 
switch’s IP routing tables, we have been able 
to provide TCP/IP connectivity to Los 
Angeles, Chicago, and St. Louis. As similar 
gateway systems appear, we expect this con- 
nectivity to increase. By use of the ARP 
broadcast feature of NOS, TCP/IP users at 
home) stations can also make use of the 
switch’s automatic routing capabilities to 
allow San Diego TCP/IP stations to automati- 
cally Gonnect to each other, whether a partic- 
ular station is operating at 1200 or 9600 bps 
on the repeater, or at high speed on the 56kb 
port, : 


Since TCP/IP permits simultaneous 
operation of a station to converse, exchange 
mail, upload or download files, and provide 
status and information messages, TCP/IP 
users can make vastly greater use of packet 
radio than can other existing protocol users. | 
believe that the capabilities of the Otay switch 
will help foster the growth of sophisticated 
networking using TCP/IP. 


Other features 


The switch also has a converse or 
“conference bridge” mode. This provides a 
"round-table" where people can gather and 
exchange remarks. Once participating in the 
round-table, each station's transmissions are 
relayed to each of the other participants, who 
can also contribute to the discussion. Each 
station’s remarks are identified with the 
callsign and/or the name of the person who 
sent them. Because the conference bridge 
resends each packet to each of the con- 
nected users, it consumes a lot of channel 
bandwidth. 


At some time in the future we expect to 
install a callbook server, which would allow 
users to look up a Callsign or name or 
address. Although the switch already has 
this Capability, it depends on relaying the 
query to a special ground-based server, 
which is not yet set up. 


Using 
the 
Otay Packet System 


Repeater or Switch? 


First you must determine whether you 
need to connect to the switch. if the station 
you wish to contact is operating on the 
repeater at the same baud rate as you are 
(1200 or 9600), you can just connect to that 
Station — you need not connect to the switch. 
Just use the repeater. 


However, if the station you want to con- 
nect to is reached via a NET/ROM node, or is 
on another port of the switch, or you want to 
make use of the other facilities of the Gracilis 
switch, you'll need to connect to one of the 
user ports of the switch. 


If you are connecting directly (using 
simple standard AX.25) on the 1200 bps or 
9600 bps repeater, or on the 56kb port, you 
should connect to WB6WLV-10 or to the 
alias OTAY. You must then send at least one 
blank line to get the switch’s command inter- 
preter started; if you enter a command before 
you have entered the blank line, it will be 
ignored, 


If you are connecting from another node 
via NET/ROM, the blank line is not neces- 
sary. 

TCP/IP users should telnet to host 
OTAY.AMPR.ORG, IP address 44.8.0.100. 
By default, the switch routes all 44.8 subnet 
traffic to the 1200 bps repeater pon; if you are 
connecting on the 56kb or 9600 bps ports, 
you must first (and periodically) broadcast a 
RIP packet on that port so that the switch can 
learn which port to use to route to your sta- 
tion. Once connected, you will be prompted 
to enter your callsign as a login. 
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ifornia Intercity Trunk, gives us connectivity 
outside the county, while its Metro port pro- 
vides | connections to other nodes in San 
Diego, such as the Lyons Peak, Palomar 
Mountain, and Rattlesnake Ridge nodes. The 
Metro net also provides a way for Otay and 
the other participating nodes to reach central 
resources like the CYTBBS and others to 
come:' 

The TCP/IP capabilities of the switch 
are something new for San Diego. By careful 
construction of transport routes in the 
switch’s IP routing tables, we have been able 
to provide TCP/IP connectivity to Los 
Angeles, Chicago, and St. Louis. As similar 
gateway systems appear, we expect this con- 
nectivity to increase. By use of the ARP 
broadcast feature of NOS, TCP/IP users at 
home, stations can also make use of the 
switch’s automatic routing capabilities to 
allow San Diego TCP/IP stations to automati- 
cally Gonnect to each other, whether a partic- 
ular station is operating at 1200 or 9600 bps 
on the repeater, or at high speed on the 56kb 
port, ; 


Since TCP/IP permits simultaneous 
operation of a station to converse, exchange 
mail, upload or download files, and provide 
status and information messages, TCP/IP 
users can make vastly greater use of packet 
radio than can other existing protocol users. | 
believe that the capabilities of the Otay switch 
will help foster the growth of sophisticated 
networking using TCP/IP. 


Other features 


The switch also has a converse or 
“conférence bridge" mode. This provides a 
"round-table" where people can gather and 
exchange remarks. Once participating in the 
round- table, each station’s transmissions are 
relayed to each of the other participants, who 
can also contribute to the discussion. Each 
station’s remarks are identified with the 
callsign and/or the name of the person who 
sent them. Because the conference bridge 
resends each packet to each of the con- 
nected users, it consumes a lot of channel 
bandwidth. 


At some time in the future we expect to 
install a callbook server, which would allow 
users to look up a callsign or name or 
addréss. Although the switch already has 
this Capability, it depends on relaying the 
query to a special ground-based server, 
which is not yet set up. 


Using 
the 
Otay Packet System 


Repeater or Switch? 


First you must determine whether you 
need to connect to the switch. If the station 
you wish to contact is operating on the 
repeater at the same baud rate as you are 
(1200 or 9600), you can just connect to that 
station — you need not connect to the switch. 
Just use the repeater. 


However, if the station you want to con- 
nect to is reached via a NET/ROM node, or is 
on another port of the switch, or you want to 
make use of the other facilities of the Gracilis 
switch, you'll need to connect to one of the 
user ports of the switch. 


If you are connecting directly (using 
simple standard AX.25) on the 1200 bps or 
9600 bps repeater, or on the 56kb port, you 
should connect to WB6WLV-10 or to the 
alias OTAY. You must then send at least one 
blank line to get the switch's command inter- 
preter started; if you enter a command before 
you have entered the blank line, it will be 
ignored. 


If you are connecting from another node 
via NET/ROM, the blank line is not neces- 
sary. 

TCP/IP users should telnet to host 
OTAY.AMPR.ORG, IP address 44.8.0.100. 
By default, the switch routes all 44.8 subnet 
traffic to the 1200 bps repeater port; if you are 
connecting on the 56kb or 9600 bps ports, 
you must first (and periodically) broadcast a 
RIP packet on that port so that the switch can 
learn which port to use to route to your sta- 
tion. Once connected, you will be prompted 
to enter your callsign as a login. 
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Otay Switch Commands 
Once you have connected to the switch, the following commands are available to you: 
[B}ye « The bye command causes the switch to close the current connection to you. 


[C]onnect * Connect is followed by a callsign, or by a port name and a callsign. If the port number 
is specified, an AX.25 connection is attempted to the specified callsign upon the specified pont. If 
the port name is NOT specified, the action depends upon whether the callsign given is in the 
Nodes routing table or not. If a known node was given as the callsign, a NET/ROM connection is 
attempted to that node. If the callsign was notin the nodes list, an attempt to connect is made on 
the default 1200 bps repeater port. Entering the escape character (normally control-X, see below) 
will abort a connection is progress or one that has been established. If the connection was esta- 
blished, you will be disconnected from the switch as well as the distant station. See the Xconnect 
command for an alternative to this action. 

[CONF]erence e The conference command (which may only be abbreviated to CONF) will con- 
nect you to the roundtable conference bridge. There are a set of conference bridge commands 
once you are participating in the roundtable; enter /Help while in the bridge to learn them. 
[E]scape e This allows you to change or eliminate the escape character, normally the control-X. 
"Escape none” will disable the escape character completely; to break a connection when the 
escape character is disabled, either your station or the distant station must initiate a disconnect. 
The escape character should be disabled if you are transferring data which might contain that 
character. 

[H]elp « Gives a brief list of commands. 

[I]nfo’e Lists the current information file a page at a time. This file is stored in the switch’s dynamic 
memory; if the switch is reloaded, the file will be cleared and a short default message will appear. 
You may wish to check the info file from time to time to learn about new switch features, bulletins, 
or current problems. 

[U]heard e Lists the stations heard by the various switch ports in the recent past. If followed by a 
port name, lists only the stations heard on that port. 

[Nlodes « Lists NET/ROM and compatable nodes known to the switch. Nodes * lists all nodes, 
even those prefixed with a sharp ("#") that would ordinarily remain hidden. If the nodes command 
is followed by a station callsign or alias, the routing to that node will be shown. 

[P]orts e Lists the currently-attached ports of the switch and some information about them. 
[RJoutes e Lists the NET/ROM and compatable neighbors from which the switch has heard routing 
broadcasts recently, and the ports and routing qualities assigned to those neighbors. The notation 
“Iocked" means that the neighbor has been manually entered by the switch manager to force or 
override automatic routing, which may be providing faulty data. 

{T]elnet ¢ Telnet is followed by the IP address (in dotted decimal form, e.g., 44.8.0.100) of the sia- 
tion you wish to telnet to. The switch must be able to ARP for or route to the station or the con- 
nection will fail. 


[U]sers e Lists current users of the switch and what they're doing. 

[UP]time e Lists how long the switch has been operating since its last restart. Typically NET/ROM 
routing data will be incomplete until the switch has been up for at least an hour. 

(X]connect e Just like the Connect command, except that when connections are knocked down or 
are aborted, the user remains connected to the switch. 
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The NET/ROM software was written by Ronald E. Raikes, WA8DED. Concept, design, and documentation by 
Michael D. Busch, W6IXU. 


Copyright and Trademark 

This document copyright 1987 Software 2000, Inc. 
NET/ROM software copyright 1987 Software 2000, Inc. 
NET/ROM is a trademark of Software 2000, Inc. 


The software described in this document is furnished under a license agreement or nondisclosure agreement. 
The software may be used or copied only in accordance with the terms of the agreement. It is against the 
law to make reproductions of NET/ROM software on ROM, magnetic tape, disk, or any other medium for 
any purpose whatsoever. 


Disclaimer and Warranty 
Information in this document is subject to change without notice, and does not represent a commitment on the 
part of Software 2000, Inc. 


Software 2000, Inc., warrants that it has the right to license the NET/ROM software, and agrees to replace 
defective copies of NET/ROM within 90 days of purchase provided the original ROM is returned postpaid to 
Software 2000, Inc., with a self-addressed stamped envelope. Software 2000, Inc., makes no other warranties, 
either express or implied, regarding the NET/ROM software, its merchantability or fitness for any particular 
purpose. 


For more information, contact... 
Software 2000, Inc. 
1127 Hetrick Avenue 
Arroyo Grande, California 93420 
USA 


Orders, Prices, Licenses, 

Commercial and Government Applications: 
Telephone: (805) 489-1977 

Telex: 658541 (sftwre argd ud) 

CompuServe: Mike Busch [W6IXU] 76337,727 


Technical Support: 
Telex: 704444 (sftwre dny ud) 
CompuServe: Ron Raikes [WA8DED] 76337,727 
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2.4. Deferred disconnect logic 


When two stations are connected to one another via NET/ROM and one of the stations disconnects, 
NET/ROM automatically maintains its connection to the other station until all in-transit information frames 
have been successfully delivered to that station. NET/ROM disconnects only after all in-transit information 
has been delivered, or after 15 minutes has elapsed without any "forward progress" in delivering such 
information. 


2.5. Multi-channel capability without special hardware 


NET/ROM supports multi-frequency operation without the need for exotic multi-port digipeater hardware. A 
dual-channel node, for example, consists simply of a pair of standard TNC-2s (with NET/ROM in each) 
connected together with a simple RS232 cable. Configuring a NET/ROM node for three or four channels is 
almost as easy a TNC-2 is used for each frequency, and the multiple TNCs are interconnected via their 
RS232 ports using a simple diode-matrix coupler. 


In addition, it is possible to configure a dual-channel NET/ROM node in which the two TNC-2s are not co- 
located. Instead of an RS232 cable, the TNC interconnect can employ a dedicated telephone line or even a 
satellite link. Because NET/ROM uses an asynchronous variant of AX.25 over the interconnect, it is not 
necessary that it be an error-free connection. This opens up fascinating possibilities, such as a satellite-linked 
dual-channel node accessible from both Washington, DC, and San Francisco, CA! Automatic adaptive routing 


NET/ROM automatically takes care of the routing of traffic between one node and another. A user needs to 
specify just the desired destination, not the route. Each node keeps track of the other nodes in the network 
and the various possible paths that may be used to reach them. If a node or path becomes unusable due to 
equipment failure or poor propagation, NET/ROM automatically switches to an alternate route (if available) to 
circumvent the outage. Conversely, when a new node is placed on-line, other nodes automatically incorporate 
the new node into the network routing structure. Such routing changes are handled dynamically, without 
disrupting user connections in progress. 


2.6. Local, remote, and automatic routing updates 


NET/ROM supports three methods of updating its routing information: local, remote, and automatic. Initial 
routing information may be entered manually by an on-site operator using a local terminal. Routing changes 
may be made remotely by a control operator over an ordinary packet radio connection a randomized 
verification algorithm effectively prevents changes by unauthorized operators. In addition, NET/ROM nodes 
broadcast routing information to each other on an hourly basis, thereby enabling the network to incorporate 
new nodes and to bypass outages in real-time without manual intervention. 


2.7. Mnemonic node identifiers 


Each NET/ROM node is identified in two ways: by a valid amateur callsign permanently encoded into each 
copy of NET/ROM, and by an arbitrary mnemonic node identifier established by the node’s control operator. 
Identifiers may be up to six characters long three-letter city designators used in aviation (LAX, SFO, CHI, 
NYC, PHL, DCA, ATL, JAX, etc.) are a possible choice. Mnemonic node identifiers appear in node station 
identification beacons, and are passed to other nodes during hourly automatic routing broadcasts. The node 
identifier may be used in lieu of the node callsign in most contexts. 


2.8. Very easy to use_and learn 


Despite its internal sophistication and advanced networking capabilities, NET/ROM is exceptionally easy to 
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use. A novice user needs to learn only one command, CONNECT, to establish crosslinks to other nodes or 
downlinks to other user stations. More sophisticated users may wish to use the NODES command to list the 
callsigns and identifiers of other network nodes, and the USERS command to find out who else is using the 
node. 


Control operators can use SYSOP to validate their control operator privileges, NODES to make manual 
changes to the routing table, IDENT to establish a mnemonic node identifier, PARMS to set or display 
various node parameters, and RESET to warm-start the NET/ROM firmware. 

Compatible with existing digipeaters 


Each NET/ROM node also supports the functions of an ordinary AX.25 digipeater. Users need not make use 
of the high-level networking functions of NET/ROM unless they want to. Digipeater owners can upgrade 
their sites to NET/ROM nodes without disrupting users. Multi-channel NET/ROM nodes provide multi-port 
digipeating as well. Mnemonic node identifiers may be used in lieu of node callsigns when specifying a 
digipeated path. 


3. A Usage Example 


You are KA6PRE ("Packet Radio Enthusiast") located in San Diego, and you want to access the WORLI 
bulletin board system in Santa Cruz (near San Francisco). From past experience, you know that a digipeated 
AX.25 connection requires four digipeaters and is practically unusable. The local W6AMT-4 digipeater on 
145.01 was recently upgraded to a NET/ROM node, however, so this time you decide to try using the high- 
tech method. 


First, you establish an uplink to your local node, using the normal connect command provided by your TNC. 
To connect, you can use either the node’s callsign "W6AMT-4" or its mnemonic identifier "SAN": 

XS! 

cmd: CONNECT SAN 

*** CONNECTED to SAN 


Next, you ask the local node for a list of other NET/ROM nodes for which it has routing information, using 
the NODES command: 


NODES 

SAN :W6AMT-4} Nodes: 

LAX: W6AMT-3 SBA:W6AMT-2 PRB:W6AMT-1 PRB2:W6AMT-11 SFO:W6AMT 
SFO2:W6AMT-10 WWORM:WB6FFC-1 EWORM:WA3YMH-1 RBL:W6AMT-7 

ONT :AA6TN-1 LAS:K7WS-1 PHX:WB7BNI-1 


You know that SFO:W6AMT serves the San Francisco area (it was always the last digipeater you used to 
reach WORLI via AX.25), so you ask your local NET/ROM node to connect you there (you can use either 
W6AMT or SFO): 


CONNECT SFO 
SAN: W6AMT-4} Connected to SFO:W6AMT 


You are now talking to the San Francisco node, and you could issue another NODES command to see a list 
of other nodes that it knows how to reach. In this case, you simply want a connection to the WORLI BBS, 
so you ask for it: 


CONNECT WORLI 
SFO:W6AMT} Connected to WORLI 
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Hello Fred, welcome to WORLI BBS at 0532z 
KA6PRE-15 de WORLI> 
etc. 


Note that the downlink from W6AMT to WORLI has been made using your callsign 
(KA6PRE), but with the SSID suffix changed from -0 to -15. (More about this 
later.) 


At the end of your session with WORLI, you disconnect your TNC as usual: 


Ce 
ena: Disc 
xxx DISCONNECTED 


When you disconnect, NET/ROM automatically takes care of disconnecting your circuit to SFO: W6AMT and 
your downlink to WORLI. 


4. Theory of Operation 


4.1. Some Definitions 
Following are definitions of some terms that are used in describing the operation of NET/ROM. 


User Any amateur packet radio station using AX.25 protocol. In the context of this document, a BBS or 
other automated server is considered a “user”. 


Digipeater A station capable of digitally repeating AX.25 frames as specified in the AX.25 protocol 
specification. Generally, refers to an unattended, wide-coverage digital repeater, often located on a hilltop. 


Node _ A packet radio station utilizing TNC-2 hardware executing NET/ROM firmware. Generally, refers to 
an unattended, wide-coverage station, often located on a hilltop. 


Dual-Channel Node A pair of NET/ROM nodes operating on two different frequencies, and coupled 
together by means of an RS232 cable. 


Multi-Channel Node Three or more NET/ROM nodes operating on different frequencies, and interconnected 
via their RS232 ports using a diode-matrix coupler. 


Link An AX.25 connection involving a node at one or both ends. Node-to-node links always use AX.25v2 
protocol. User-to-node links use AX.25v2 protocol if the user’s TNC supports it, otherwise AX.25v1. 


Uplink An AX.25 connection between a user and a node, initiated by the user. An uplink is usually a 
direct connection, but may be digipeated if necessary. 


Downlink An AX.25 connection between a node and a user, initiated by the node. A downlink is usually a 
direct connection, but may be digipeated if necessary. A downlink is established by a node at the behest of a 
user (in response to a CONNECT command). 


Crosslink An AX.25 connection between two adjacent nodes. A crosslink is usually a direct connection, 
but may be digipeated if necessary. A crosslink between two nodes is initiated by one of the nodes when 
first establishing a circuit which traverses the route segment between the two nodes. One crosslink can carry 
any number of circuits, so it is never necessary to have more than one crosslink between any pair of nodes. 
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Circuit A transport-layer connection between two nodes, established by one of the nodes at the behest of a 
user (in response to a CONNECT command). The two nodes are not necessarily adjacent, and may be quite 
distant. The circuit is automatically routed through intermediate nodes as necessary, and carried from node to 
node over crosslinks (which are initiated if not already established). 


4.2. Making Connections 


Suppose you are a user with access to a local node, and you want to contact another user station who is also 
within range of the same node. You can, of course, connect to the other station “the old way" by using the 
node as a digipeater. To take advantage of the store-and-forward capabilities of the node, however, you 
would use this two-step procedure: (1) connect to the node ("uplink"); then, (2) issue a CONNECT command 
with the callsign or mnemonic identifier of the other user station ("downlink"). 


4.2.1. Uplink-Downlink Connection 


All AX.25 frames include the callsigns of both the originating station and the destination station. When you 
request a downlink, the node "adopts" your callsign as the originating station (rather than using its own 
callsign). This is necessary so that the destination station can properly identify you as the connecting user 
station, and is especially important when the destination is a mailbox, gateway, or other automated server. 


Well...that’s not exactly the way it works! If the node truly did "adopt" your callsign, and if there also 
happened to be a direct path (however marginal) between your station and the destination station, that station 
would then be "in range" of two stations using the same callsign. This can create serious confusion, AX.25- 
protocolwise! 


To avoid this problem, the downlinking node "adopts" your basic callsign, but changes the SSID (the "-N" 
callsign suffix) from N to 15-N. For example, if your callsign is K6AAA, the downlink uses K6AAA-15; if 
your callsign is W3ABC-2, the downlink uses W3ABC-13; and so forth. 


Now, suppose you want to contact a user station that can’t copy your local node, but is in range of another 
node that serves his area. Once again, you could use "old-style" multi-hop digipeating to reach him (since 
every node is also a digipeater). To utilize the full store-and-forward capability of the nodes, however, you 
would use a three-step procedure: (1) connect to your local node; then, (2) issue a CONNECT command 
with the callsign or mnemonic identifier of the distant node; finally, (3) issue a CONNECT command with 
the callsign of the other user station. 


4.2.2. Uplink-Crosslink-Downlink Connection 


When you perform step (2) of this procedure, you are asking your local node to create a "circuit" for you 
between your local node and the distant node. If the two nodes are sufficiently far apart, the circuit may 
have to pass through several intermediate nodes. In any case, the routing is performed automatically by the 
node. Your circuit is carried by a series of AX.25 "crosslinks" between pairs of adjacent nodes. In all 
likelihood, the necessary crosslinks are already established when you issue your CONNECT command (one 
crosslink can carry many circuits); if not, then the necessary crosslinks are set up. All of this crosslinking 
stuff happens automatically and transparently you needn’t worry about it, but it’s interesting to know what’s 
going on up there on the hilltops! 

Dual- and Multi-Channel Operation 


To realize the full potential of NET/ROM’s high-level networking capabilities, it is an excellent idea to 
minimize interference between local (uplink/downlink) and long-haul (crosslink) traffic. One good way to 
accomplish this is to reserve one radio frequency exclusively for inter-node traffic, to provide end-user access 
to the nodes on one or more separate frequencies, and to discourage (ideally, to prevent) end-users from using 
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the inter-node "backbone" frequency. This approach requires network nodes that can access two or more 
frequencies. 


4.2.3. Creating a "Backbone" Utilizing Dual-Channel Nodes 


NET/ROM supports such multi-channel operation without the need for exotic multi-port digipeater hardware. 
A dual-channel node, for example, consists simply of a pair of standard TNC-2s (with NET/ROM in each) 
connected together with a simple RS232 cable. Each TNC takes responsibility for handling traffic on a single 
frequency; cross-frequency traffic is passed over the cable between TNCs at relatively high speed. (See 
installation instructions for wiring of the inter-TNC cable.) 


Configuring a multi-channel NET/ROM node for three or more channels is almost as easy as dual-channel 
operation. A TNC-2 with NET/ROM installed is used for each frequency. Once again, the TNCs are 
interconnected via their RS232 ports. Interconnecting three or more TNCs requires nothing more elaborate 
than some isolation diodes. (See installation instructions for details.) 


4.3. Digipeating vs. Store-and-Forward 


The AX.25 protocol was originally designed for point-to-point (non-digipeated) connections. AX.25 was 
subsequently extended to accomodate one digipeater, and later extended again to allow up to eight digipeaters. 


As all experienced packet radio users know, however, AX.25 is practically unusable for communications on 
paths exceeding two or three "hops". The reason for this is that AX.25 digipeaters do not participate in error 
control. For an AX.25 packet to traverse a multi-hop path, it must not fall victim to a collision or other 
error during any of the hops; otherwise, it must be retransmitted by the originating station and start its 
journey all over again. 


The probability that an AX.25 packet can complete its journey successfully deteriorates rapidly as the number 
of hops increases. For example, it takes five hops (four digipeaters) to get from San Diego to San Francisco. 
If the average reliability per hop is 90% (which may be optimistic in those congested areas), then the 
probability that a packet will traverse the five-hop path unscathed and be successfully acknowledged (which 
requires ten error-free hops) is less than 35%. In other words, it will take an average of 2.9 tries to get the 
packet through successfully. Since the usual timeout threshhold for a five-hop path is 36 seconds, the average 
elapsed time to get the packet through will average about 77 seconds! [This assumes a 10% error probability 
per hop, and the usual 1200-baud timeout of 4*(2*digis+1) seconds.] 


Using NET/ROM nodes instead of ordinary AX.25 digipeaters changes this situation dramatically for the 
better. When the San Diego user transmits a packet destined for San Francisco, it is received by the local 
NET/ROM node serving San Diego. That node immediately passes the packet to its neighboring node to the 
north, and sends an acknowledgement back to the user. This process is repeated five times in all. Whenever 
a packet is lost due to collision or other error, recovery is handled by just the two adjacent nodes involved. 


As a result, the average elapsed time to get a packet through decreases to less than 10 seconds, about an 


800% improvement in throughput. [Same assumptions as previous example.] For longer paths, the payoff is 
even more dramatic. 


4.4. Organization of the Firmware 


The NET/ROM firmware is composed of eight major modules organized closely along the lines of the seven- 
layer ISO reference model. 
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4.4.1. Serial I/O Drivers (Lla & L1b) 


At the lowest level are interrupt-driven device drivers for the two serial I/O channels of the TNC-2 hardware. 
The HDLC driver (Lla) manages the SIO-A port which is connected to the TNC’s AFSK modem, while the 
RS232 driver (L1b) manages the SIO-B port which is connected to the TNC’s RS232 host port. 


The RS232 driver determines whether the RS232 port is attached to a terminal or to one or more other TNCs 
by looking at DCD-B (wired to RS232 pin 23, as described in the installation instructions). If a terminal is 
attached, the RS232 driver interfaces with the Host Interface module (solid arrows); if another TNC is 
attached, the RS232 driver interfaces with the Link Manager (dotted arrows). 


4.4.2. Link Manager (L2) 


The Link Manager manages all AX.25 links (uplinks, downlinks, and crosslinks), and maintains a link table to 
keep track of currently-active links. This module includes most of the capabilities of a normal AX.25 TNC, 
including digipeating. 


The AX.25 protocol provides for a "Protocol Identification" (PID) field in the header of information frames. 
NET/ROM identifies information that it sends over node-to-node crosslinks with a special PID value (’CF’), 
while information sent to or from users over uplinks and downlinks use the standard PID value (’F0’). The 
Link Manager passes incoming inter-node ’CF’-frames to the Routing Manager, whereas it passes incoming 
user ’FQ’-frames directly to the Data Switch. 


The Link Manager monitors traffic on each active AX.25 link. If no information has been passed over a 
particular link for 15 minutes, that link is automatically disconnected. 


4.4.3. Routing Manager (L3) 


The Routing Manager maintains the routing table, and handles the automatic routing of crosslink traffic. It 
examines the network header of arriving frames to determine the callsign of the destination node. If a frame 
is destined for this node, it is passed to the Circuit Manager. Otherwise, the routing table is searched for the 
destination node, the next node along the route to that destination is determined, a crosslink to that node is 
established if none already exists, and then the frame is passed back to the Link Manager for crosslinking. 


The Routing Manager also facilitates manual and automatic updates to the routing table. It supports the 
manual update capabilities of the NODES command, which can be used locally or remotely by an authorized 
control operator. It also issues automatic hourly routing broadcasts, and analyzes broadcasts received from 
other nodes to see if automatic routing table updates are needed. 


4.4.4. Circuit Manager (L4) 


The Circuit Manager handles the initiation, disconnection, and end-to-end error and flow control for transport- 
layer circuits between nodes, and maintains a circuit table to keep track of currently-active circuits. 


The Circuit Manager receives incoming frames from the Routing Manager. It analyzes the transport header of 
each frame, using a "sliding window protocol" to detect missing, duplicate, and out-of-sequence frames. It 
enforces circuit-layer flow control to protect the network against disproportionate loading by any one circuit. 
After validation, the incoming frames are passed to the Data Switch. For outgoing frames, the flow is just 
the reverse. 


New circuits are initiated only when explicitly requested by a user (via the CONNECT command). The 
Circuit Manager monitors traffic on each active circuit. If no information has been passed over a particular 
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circuit for 15 minutes, that circuit is automatically disconnected. 


4.4.5. Data Switch (L7a) 


The Data Switch module acts as a switchboard within the node. It maintains a table of "patchcords" which 
establish two-way linkages between links, circuits, the Command Interpreter, and the Host Interface. 


When a user first connects to a node (via an uplink, or via a circuit from another node), the Data Switch 
initially connects his uplink (or circuit) to the Command Interpreter. If the user then issues a CONNECT 
command to request a downlink, circuit, or host connection, then the Data Switch "patches him through" as 
appropriate. 


4.4.6. Command Interpreter (L7b) 


The Command Interpreter analyzes and executes user commands, and diagnoses any resulting errors that may 
occur. When a user first enters a command, the Command Interpreter establishes a user task and makes a 
corresponding entry into its user table. The user remains in command mode (and his task remains active) 
until he disconnects or executes a successful CONNECT command. The Command Interpreter supports seven 
commands: CONNECT, NODES, USERS, PARMS, IDENT, RESET, and SYSOP. 


The CONNECT command enables a user to request a circuit to a distant node, a downlink to a user station, 
or a direct connection to the local host terminal (if there is one) attached to the node. 


The NODES command permits a user to obtain a list of other nodes for which the local node has routing 
information, and to examine the routing details to any particular node. It also allows an authorized control 
operator to add, delete, or change routing table entries manually. 


The USERS command displays a summary of the current activity at the node, including information about 
active uplinks, downlinks, circuits, patchcords, and users in command mode. 


The PARMS command displays a series of numeric node parameters, and allows an authorized control 
operator to change the values of these parameters. Likewise, the IDENT command displays the mnemonic 
identifier of the node, and allows a control operator to change it. The RESET command permits a control 
operator to reset (warm-start) the node remotely. 


The SYSOP command allows an authorized control operator to establish his credentials prior to making 
privileged changes using the NODES, PARMS, or IDENT commands, or doing a RESET. SYSOP uses a 
randomized validation algorithm which makes it extremely difficult for an unauthorized user to masquerade as 
a control operator. 


4.4.7. Host Interface (L7c) 

The Host Interface supports a local terminal attached to the node. It permits the local terminal to access all 
of the same capabilities that a remote user can access. In addition, it supports some specialized "host 
commands" available only from the local terminal. For example, it allows local entry of the password string 
used by the SYSOP command to validate control operator credentials. 


4.5. Flow of Information 


Now, let’s take a more detailed look at what is actually happening inside the node when you access the 
network. (Warning: this section is intended mainly for the incurable hackers in the audience. If you find the 
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going getting a bit difficult, just skip ahead to the next section. And don’t worry about it...you don’t really 
need to know this stuff!) 


First, you connect to your local node. The Link Manager acknowledges your connect request, and makes a 
new entry in its link table. Since it is an uplink, incoming information frames from you are passed directly 
to the Data Switch. Initially, the Data Switch always patches you through to the Command Interpreter. The 
Command Interpreter makes a new entry in its user table, and starts interpreting your commands. 


Next, you send a CONNECT command that specifies the callsign or identifier of a distant node. Your 
command is passed from the Link Manager to the Data Switch to the Command Interpreter. The Command 
Interpreter asks the Circuit Manager to establish a new circuit to the distant node. If this succeeds, then the 
Command Interpreter asks the Data Switch to set up a "patchcord" between your uplink and the newly-created 
circuit. (If the circuit cannot be established for some reason, then the Command Interpreter will tell you so.) 


To set up your circuit, the Circuit Manager creates a transport-layer connect request message, and sends it to 
the Routing Manager. The Routing Manager uses its routing table to determine the next node en-route to the 
ultimate destination. There probably is a crosslink to that node already; if not, the Routing Manager asks the 
Link Manager to establish one. Then, the Routing Manager passes the connect request message to the Link 
Manager for crosslinking. 


The frame is received by the Link Manager of the next node. Since it came from a crosslink, it is passed to 
the Routing Manager. The Routing Manager sees that the ultimate destination hasn’t been reached yet, 
consults its routing table to find the next en-route node, sets up a crosslink if one doesn’t already exist, and 
passes the message on. This continues until the message reaches its destination. 


At the destination, the message passes from the Link Manager to the Routing Manager, and then (since it has 
reached its ultimate destination) to the Circuit Manager. The Circuit Manager creates a transport-layer 
connect acknowledge message, and passes it back to the originating node via the same snake-like path (in 
reverse). 


Any information received over the new circuit by the Circuit Manager at the distant node is passed to the 
Data Switch. Initially, the Data Switch patches it through to the Command Interpreter. 


Now, you send a CONNECT command that specifies the callsign of another user. Your command passes 
from the uplink, through the patchcord in the local node to the circuit, through the circuit (via that snake-like 
path through the intermediate nodes and crosslinks) to the distant node, and through the Data Switch to the 
Command Interpreter of the distant node. 


This time, the distant Command Interpreter analyzes your CONNECT command, and asks the Link Manager 
to establish a new downlink to the specified user station. If this succeeds, then the Command Interpreter asks 
the Data Switch to set up a patchcord between your circuit and the newly-created downlink. From that point 
on, anything you send passes all the way to the other user station...the high-tech way! (Once again, if the 
downlink cannot be established for some reason, then the distant Command Interpreter will tell you so.) 


4.6. Error and Flow Control 


NET/ROM uses the standard AX.25v2 link-layer packet radio protocol for crosslinks between neighboring 
nodes, as well as for links from each node to its local users. Normal. AX.25v2 error handling is used to 
assure error-free transmission, and normal AX.25v2 flow control is used to control network congestion. 


In addition, NET/ROM incorporates a transport-layer "sliding window protocol" to provide end-to-end error 
and flow control for each virtual circuit. End-to-end error control is necessary to protect against lost, 
duplicate, or out-of-sequence frames resulting from node failures and dynamic routing changes. End-to-end 
flow control is necessary to protect the network against disproportionate loading by any one circuit. 
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The transport-layer protocol used by NET/ROM is similar in concept to the familiar AX.25, but is somewhat 
more sophisticated. For example, it can accept out-of-sequence frames and re-sequence them internally. It 
can also selectively request a repeat of a missing frame without requiring retransmission of all succeeding 
frames. 


4.7. Deferred Disconnect 


A classic problem in packet radio occurs at the end of a QSO when one station wants to disconnect, but not 
before making certain that the other station has successfully received the first station’s concluding information 
frames. This often resolves itself with a last-minute flurry of closing remarks such as "SK," "EOM," "U 
DISC" and so forth. NET/ROM solves this dilemma in a more elegant fashion. 


If two stations are connected to one another via the network and one of the stations disconnects, NET/ROM 
automatically maintains its connection to the other station until all in-transit information frames have been 
successfully delivered to that station, NET/ROM disconnects only after all in-transit information has been 
delivered, or after 15 minutes has elapsed without any "forward progress" in delivering such information. 


4.8. Automatic Adaptive Routing 


When you ask one node for a circuit to a distant node, your CONNECT command specifies the callsign or 
mnemonic identifier of the destination node, but the routing is handled automatically by NET/ROM. 
Automatic routing is handled by the Routing Manager, and is controlled by its routing table. 


The routing table within a node contains a list of all other nodes "known" to the node, together with their 
mnemonic identifiers. You can ask to see this list by using a parameterless NODES command. The routing 
table can keep track of hundreds of other nodes (limited only by the size of available memory and any 
constraints imposed by the control operator). 


If you want to connect to an especially distant node, it is possible that your local node doesn’t know of it 
(i.e., it is not listed in the local NODES display). In this case, you can use CONNECT to obtain a circuit to 
a known node nearer the desired destination, and then issue another NODES command to get a list of the 
nodes known to that node. This process can be repeated if necessary. 


For each known node, the routing table can contain up to three alternate ways to route traffic to that node. 
The node knows the quality of each alternate route, and always attempts to use the "best" (i.e., highest 
quality) route to a destination. However, if a node or path becomes unusable due to equipment failure or 
poor propagation, the Routing Manager automatically switches to an alternate route (if available) to 
circumvent the outage. Such routing changes are handled dynamically, usually without disrupting circuits in 
progress. 


The routing table maintained by each node consists of two dynamically allocated threaded lists: the 
destination list and the neighbor list. The destination list contains an entry for every other node "known" to 
this node. (This is the the list displayed by the NODES command.) The neighbor list contains an entry for 
only those "neighboring" nodes to which this node has a direct link. 


For each node in the destination list, the routing table up to three routes to that destination node. In this 
context, a route simply identifies a neighboring node that is a step closer to the ultimate destination. For 
each route, the destination list maintains a quality value in the range 255 (best) to 0 (worst). Routes are 
maintained in sorted order by quality, and NET/ROM always attempts to use the highest-quality route 
available. It also keeps an obsolescence count , which enables NET/ROM to purge paths from its routing 
table when it has become unuseable and remained so for a protracted period of time. 
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Observe that the routing table does not contain the entire path to each known destination (this is unnecessary, 
and would require too much memory), but just a list of neighboring nodes that are reasonable choices for a 
next step enroute to the destination. You can ask to see the routes to a particular destination node by using a 
NODES command that specifies the callsign or mnemonic identifier of the destination. 

Routing Table Updates 


Since each node keeps track of many other nodes and the available routes to those nodes, it is important that 
this routing information be kept up-to-date to reflect the current state of the network. NET/ROM supports 
three methods of updating its routing table: local, remote, and automatic. 


When a node is first placed on-line, an initial set of routing information is entered manually by the control 
operator using a local terminal connected to the RS232 host port. The NODES command permits the control 
operator to add, delete, and modify any entry in the routing table. 


The same manual update capabilities are available to the control operator at any time via remote control. To 
make routing table changes remotely, the control operator simply connects to the node, validates his control 
operator authority by means of the SYSOP command, and then updates the routing information using the 
NODES command. The SYSOP command uses a randomized verification algorithm that makes it extremely 
difficult for an unauthorized user to masquerade as a control operator. 


To enable the network to incorporate new nodes and to bypass extended outages without the need for control 
operator intervention, NET/ROM also provides a mechanism for automatic update of routing information on a 
distributed basis. Once an hour, each node automatically broadcasts a list of all other nodes which it knows 
how to reach for each such node, the broadcast includes the callsign, mnemonic identifier, and the optimum 
route and its quality. This hourly broadcast takes the form of an AX.25 UI-frame with PID=’CF’. When the 
broadcast is received by neighboring nodes, they automatically make any necessary additions, deletions, and 
modifications to their routing tables, and incorporate the revised information into their own hourly broadcasts. 
Thus, whenever a new node is placed on-line, knowledge of the new node automatically propagates 
throughout the network within a few hours. If a node or route becomes unuseable, that information also 
propagates automatically. 


4.9. Route Quality Analysis 
For each route in its routing table, NET/ROM maintains a route quality value in the range 255 (best) to 0 
(worst). This allows it to keep alternate routes in order of quality, and to select the best available route to a 


destination. 


A route quality value can best be visualized as a fraction (the value divided by 256) which quantifies the 


-speed and reliability of a particular route in comparison to a theoretically perfect route (an infinitely fast and 


perfectly error-free path) of quality 256. For example, a route of quality 230 can be thought of as being 
"00% perfect" in speed and reliability (230/256 = 0.90). 


The quality of each channel used by a NET/ROM node is established by the control operator of the node. 
As a Starting point, we suggest the following values to be used as channel quality parameters: 


Channel Description Quality % Perfect 
9600-baud RS232 wire interconnect (2-port) 290 99%+ 
9600-baud RS232 satellite interconnect (2-port) pay! 98% 
9600-baud RS232 wire interconnect (3-port) 248 97% 
9600-baud HDLC isolated internode backbone 240 94% 
1200-baud HDLC isolated internode backbone 224 88% 
1200-baud HDLC user-accessed channel 192 15% 
300-baud HDLC HF channel 128 50% 
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Known loopback or route of unknown quality 0 ? 


The quality of a multi-segment route is simply the product of the qualities of each individual segment, where 
quality values are treated as fractions with an implicit denominator of 256. For example, a four-segment 
route that consists of two 9600-baud RS232 interconnect segments (quality 255) and two 1200-baud HDLC 
backbone segments (quality 224) has a calculated quality of 194 (255/256 times 255/256 times 224/256 times 
224/256 equals 194/256). Quality calculations are rounded to the nearest 256th. 


4.10. Station Identification 


In order to conform with FCC regulations concerning station identification, each NET/ROM node identifies 
itself every 9 minutes and 59 seconds. The station identification is carried by an AX.25 UlI-frame addressed 
to "ID" and containing the text "Network node" plus the node’s mnemonic identifier (if it has one) in 
parentheses. The control operator can disable this feature, if desired, by means of the PARMS command. 


4.11. Digipeating 


Of course, each node also supports the functions of an ordinary AX.25 digipeater. Users need not make use 
of the high-level networking functions of NET/ROM unless they want to. Digipeater owners can upgrade 
their sites to NET/ROM nodes without notifying the user population the users won’t notice any change unless 
they happen to monitor a station-id broadcast or try to connect to the node (expecting a "busy" message). 


Furthermore, each multi-channel node is also a multi-port digipeater. Each channel is assigned a different 
callsign. Often, the same basic callsign will be used, but with different SSID suffixes for each frequency. 
(For example, N6NET-1 on 145 MHz and N6NET-11 on 220 MHz.) Cross-frequency digipeating is requested 
simply by including both callsigns as digipeaters (e.g., "C W6ZZZ via N6NET-1,N6NET-11.,..."). 


If a node is assigned a mnemonic identifier, that identifier is also recognized as an AX.25 "alias". It can be 
used in lieu of the callsign for purposes of digipeating ("C WORLI via LAX,SBA,MRY,SFO") or uplinking 
OLAX”). 


Users of distant mailboxes, gateways, and other automated servers have two options: they can connect "the 
old way" (via multi-hop AX.25) or "the new way" (via the uplink-crosslink-downlink procedure). Both 
methods will work with all existing BBSs. Auto-forwarding mailbox systems can use “the old way" until 
their auto-forwarding algorithms have been updated to take advantage of NET/ROM. Note that WORLI’s 
portable "C" bulletin board system is already capable of auto-forwarding using NET/ROM transport-layer 
connections. 


4.12. Control Operator Validation 


Authorized control operators can make manual updates to routing table entries with the NODES command, 
modify various node parameters with the IDENT and PARMS commands, and warm-start the node with the 
RESET command. To do these things remotely, a control operator must first validate his credentials by 
means of the SYSOP command otherwise, the RESET command and the update functions of the NODES, 
IDENT, and PARMS commands are locked out. 


Because packet communications between the control operator and the node can be easily monitored (and 
imitated) by any user, an ordinary password scheme cannot provide effective validation. Consequently, the 
SYSOP command utilizes a randomized validation algorithm that makes it quite difficult for an unauthorized 
user to masquerade as a control operator. 


Here is how it works. A password string up to 80 characters long is entered into the node by an on-site 
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operator via a local terminal. (Obviously, the password string cannot be changed remotely.) When a remote 
operator enters the SYSOP command, the node replies with a list of five random numbers (each in the range 
1-80). The operator must then enter the five characters that correspond to those numbered character positions 
in the password string. The five correct characters must be entered before control operator privileges are 
granted. 


A user who monitors this procedure can learn only five characters of the password string. He would have to 
monitor a large number of such procedures before he could learn enough of the password string to have any 
reasonable chance of a successful masquerade. To make things harder, the password string may contain non- 
printing control characters, if desired. To make things even harder, the command interpreter does not report 
whether or not a SYSOP validation procedure has succeeded or failed consequently, an especially paranoid 
control operator could perform two or three SYSOPs, giving false answers to all but one of them, and thereby 
giving misleading information to anyone who might be monitoring. (Of course, it also doesn’t hurt to change 
the password string from time to time whenever someone visits the site...) 


5. Commands 
NET/ROM supports seven commands: CONNECT, IDENT, NODES, PARMS, RESET, SYSOP, and USERS. 
_ For any of them, the entire command verb ("CONNECT") or just a fragment ("CONN" or "CO" or "C") is 


allowed. Any command parameters must be separated from the verb and each other by one or more spaces. 
The maximum command length is 80 characters. Commands must end with a carriage-return. 


5.1. CONNECT Command 


The CONNECT command is used to request a circuit to another node, a downlink to another user, or a 
connection to the node’s host terminal. 


To request a circuit to another node, the command is: 
CONNECT node 


where node must be the callsign or mnemonic identifier of another node that is "known" to this node. (Use 
the NODES command to obtain a list of all known node callsigns and identifiers.) For example: 


CONNECT WB7BNI-1 
SAN: W6AMT-4} Failure with PHX:WB7BNI-1 


CONNECT SFO 
SAN: W6AMT-4} Connected to SFO:W6AMT 


To request a downlink to another user, the command is: 

CONNECT usercall [[VIA] digicail,...,digicall] 

where usercall is the callsign of the user station, and digicall is the callsign (or alias) of a digipeater. If 
digipeaters are used, the use of "VIA" is optional ("VI" or "V" are also acceptable). Digipeaters may be 


separated by either spaces or commas. For example: 


CONNECT WM6P via N6GPP-1 
LAX: W6AMT-3} Busy from WM6P 


CONNECT WORLI 


13 


ai pad fy 


sari oF 


wel biwow SH ana fowaeng ath lo eeeuady wil yim: steels “ny bso ei wens 
(ae ovesl od gnine macnvatag ets io pute mel Riggs at owhat Aman To: todenast of 


Aen apaio 


oy fT 


¢ ah 
Per wii Tit viet te 


C91 bares i 


{.ylwomer Beanery 94 koi writ a7 : 
J (A dose) wiediget ainun avid wit a lw ssilaie sho oct. eho EC 
Vinee rotors bwedmun sods ob heogeeuns iad Bigsd vt ‘svi ‘ail aes 


"2 © 2ban veiw of Metaa ¢ feo oP bea oooh FORE 


qet ain ay oe ww ie") bmage ms “aye i> “Si on Jean 


weveken xu het egaldp otha OT abesigeent hihesbor' 6 We a em >’ 
vial b: rama oi sobwmel neve. yet) cla a  paalagt It pienso 
' peanGs yal uit 10 bebebpoge ‘eal, mratganting feoWabthey ACER" 4 & 
\ bo bho tot Na Ot ptewone aol} pecivig wIOAY S) weal yo wep iirc? oy Stier 


ee) is qnootinoer od Migins hw ano/aw io? dobeerdlrd wnitve VF 
aie od? aetiv onosermed ‘teveneti Shi of ani ott grt By 


ENOL HOV, TACT ,TOUVIMOO' ehnemaios aver aha 
inow'tged 2 wai wo CTOSMMOD") thew Gaeiness exis ont es 
ban dxow om oan tedeie ae od JH miMQEia Dogmmes yaa 
iw fe ree 2bneirn elohunid OF te ant Nertgrtiveee) ft 


fal 


Pp: 


| emcees SR 


Jardin! ea ' ew chon off 


7 ' ; V4 rf 
“a Sosmmos od) boa welled of thinly we 
‘y 


sii? hon “edMans Jo silimstt since 20° glalic. ‘ort) of sane 
Oneb bot anyelles shon surcerd ete til a maie oe amar ; 


; 
/ t-ruarews 
f= Levees > bike doiw asuliny ($- si 
| . 
= . one a 


"HAAW: On og ber sauce: (o~i 

‘oe Bgramins ss aia wore OF Silay a re 

Monigihe.tadigdh, UNITY, Dene By 

si How sels ad asin Ons Loker “teas adh to ngtellas ah ei wa é 


wiqmene wa .cwrien ms sae mm 


eh 


SFO:W6AMT} Connected to WORLI 


To request a connection to the node’s host terminal, the command is: 
CONNECT 
with no parameters. For example: 


CONNECT 
SBA: W6AMT-2} Connected to SBA:W6AMT-2 


In all cases, a successful connection is announced by the message "Connected to callsign". "Failure with 
callsign " indicates that the specified node or user did not respond after a number of attempts. “Busy from 
callsign" indicates that the node or user responded but refused the connection request. 


Other possible error messages are "Node busy", “Circuit table full", "Link table full", and "Host table full". 
These messages indicate a lack of resources in the node the user should disconnect and try again later. 


An in-process CONNECT command is immediately aborted if another command or a blank line is entered 
before the requested connection is established. 

5.2. NODES Command 

The NODES command is used to display or modify the node’s routing table. 

To display a list of other known nodes with their mnemonic identifiers, use NODES without any parameters: 


NODES 

SAN:W6AMT-4} Nodes: 

LAX: W6AMT-3 SBA:W6AMT-2 PRB:W6AMT-1 SFO:W6AMT RBL:W6AMT-7 
ONT:AA6TN-1 LAS:K7WS-1 PHX:WB7BNI-1 


The normal NODES display includes all known nodes in the routing table except "hidden" nodes that have 
mnemonic identifiers that start with the character "#". To obtain a display of all nodes including such hidden 
nodes, use the command "NODES *": 


NODES * 

SAN:W6AMT-4} Nodes: 

LAX:W6AMT-3 SBA:W6AMT-2 PRB:W6AMT-1 #PRB:W6AMT-11 
SFO:W6AMT #SFO:W6AMT-10 #WWORM:WB6FFC-1 #EWORM:WA3YMH-1 
RBL:W6AMT-7 ONT:AA6TN-1 LAS:K7WS-1 PHX:WB7BNI-1 


To display specific routing information for a particular node, use NODES followed by the callsign or 
identifier of the node in question: 


NODES PHX 
LAX: W6AMT-3} Routes to PHX:WB7BNI-1 
> 108 6 0 AA6TN-1 

81 6 0 W6AMT-4 


This command shows up to three routes to the specified node. For each route, the following items are 
displayed: 
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* the symbol ">" if the route is currently in use 

* quality of the route (255 is best, 0 is worst) 

* obsolescence count (downcount, 0 denotes a permanent entry) 
* port number (O=HDLC port, 1=RS232 port) 

* path to neighboring node (callsign plus up to two digipeaters) 


The NODES command also supports manual updates to the routing table, but this capability is available only 
to a control operator who has previously validated his credentials during this connection by successfully 
executing the SYSOP command. To add or delete routing table entries, the commands are: 


NODES nodecall + ident quality count port neighbor [digicall...] 
NODES nodecall - ident quality count port neighbor [digicall...] 


The "+" version adds a new entry to the routing table; the callsign nodecall is added to the list of known 
nodes if it isn’t already there. The ident parameter is a mnemonic identifier up to six characters long, or "*" 
if the node has no identifier. The quality parameter is a decimal integer in the range 255 (best) to 0 (worst) 
that defines the quality of the best-case route to the destination node via the specified neighbor. The count 
parameter is the initial obsolescence count zero denotes a permanent, unchangeable route entry. The port 
parameter is given as either 0 (HDLC port) or 1 (RS232 port). The neighbor and digicall parameters give a 
path to an adjacent node that is enroute to the destination (two digipeaters max). 


The "-" version searches the routing table for an entry that exactly matches the given nodecall, port, neighbor 
and digicall parameters, and deletes it if such an entry is found; deleting the last route for a particular 
nodecall also removes it from the list of known nodes. In case of an invalid request (or a valid request by 
an unvalidated user), these commands are quietly ignored, not diagnosed. Examples: 


NODES WB7BNI-1 + PHX 115 6 0 AA6TN-1 
LAX: W6AMT-3} Routes to PHX:WB7BNI-1 
2zeil> 6icONMAA6TN-1 
81 6 0 W6AMT-4 


NODES WB7BNI-1 - PHX 81 6 0 W6AMT-4 


LAX: W6AMT-3} Routes to PHX:WB7BNI-1 
PS 26.0 AAGTN-1 


5.3. USERS Command 


The USERS command displays a summary of who is using the node: 


USERS 

LAX: W6AMT-3} NET/ROM 1.0 (720) 

Uplink (WA8DED) <--> Host (LAX: W6AMT-3) 

Uplink (KA6SOX) <--> Downlink (KA6SOX-15 WB6YMH) 
Uplink (NK6K-2) <--> Circuit (SBA:W6AMT-2 NK6K-2) 
Circuit (SFO:W6AMT WB6ASR) <--> Downlink (WB6ASR-15 WD6E) 
Circuit (SFO:W6AMT WB6RAL) <--> Circuit(PHX:WB7BNI-1 WB6RAL) 


Circuit (SBA:W6AMT-2 WA6JPR) 
Uplink (NK6K) 


The heading of the USERS display indicates the version of the NET/ROM firmware in use at the node, and 
the amount of free RAM space (shown in parentheses, and expressed as a number of 32-byte buffer 


15 


Ca teatiennoq & evaned 0 Jsyctinerob) smog 9 
\ Gwy C898 Aet oq DIGH=SO) sda} 
(rouoqivid Ow) Oo .qu eulq myles) abos genndegica 08 sia 


(io sitaliews 2t Witidaqes ai nd — andues att ob estebqu laguna znogne eet ‘aoe e: 
fiessocu2 40 Qndeinog a) gro sumsbs aid boebdlev yizuow ony eet cow  soiswgo: ig 
fs; ebaeatmnos a, sowed ade govucn steed so) Ghe wT  baarnes 9027 a 

© 

1. Anais voAdgion Hog tARGe gikewp waht We 

\.. Seng) soddyinn tyoq wea oe wih? 


ol ies pail j hobs zi Iesten spelinn oft pide) prion 60) G) Yass sats abt * 
" oi 2? oi qu worltiewhy Suomen « af to: iti ins wy ete. Yate tt me 
) de (esd) BES cee ont of sogennl daeiizaly & We repel yitheupty out" walivinbs oo aha 
ys oT vexidigion. betta vi) kiv obon aobermab off or sic saptdesd sft te alge colt 
wf! roo® sipor guinowlinnwag JOE & Pree vie rma anne eae lashj arr wi ‘. 
nalxueoy lisoiit bar sodigiodt ete Gey L2H) [1 (iy Oi) 0 nda mt i 
: (yar metauhigib ows) pian Aes re ol signs wb Atak Abvolt ai Mi 
ae 
rat] Se ie vig off) refatar yYlossa MQ YUNd We 1) cides uniting me 2a ae m 
s 101 cum ei oe gnudlol thnocl ef vies im aisat Po esisish bag ppersintinay 
" 1» (0) evpor bulevet as % cago al Ashon werd Io ied aa onl 
iqmmecd §=Lowomyuh) fon tongs qliotup os bag wu Oran sn 
; a 
i 4 
t-Wraca > } OLE rat + .- TREE 
[EMS Taw ee ee) enawor. tes 
eimaan 0 * 
by Takes! Oy bg 
~ sy 


h-TMAIW 0 9 5 RAT ~ Con maT 
i~IWaTewitnd of Satcan 1f-Te 
‘ath cos Ee 7 

i . ah: 


‘J 
* Pamnnt 


‘ohosn oft wena 2k out. lO \aRsecaee @p eek beveinunion 3 

’ " i, 

(OST) O12 MOn\ Ta [E- rs 

(f-<TMAMLXES) DOH eee” (TRGB AWD 
“3aW Ef-MON—AN) Ank.inved | <ee> | SOR oae 


C=N3HKw S~SHAIWIARD) Shussl taeee (S-ROM vf 
(ZdGW 2L-RSATEM) Saliqwed,. Saat) (AZAIAN rMAaM: nas ! 
(JA50SH 1-1 HATGW: KES Suede, <=> (SAAPSM, TURSH: 


(nena Si 


io .whon ot ly eu ni suewenilt MOSNTSY ll Ne nolnew Sal ona 
wilud oysSf jo wd & te Dereon Gan ey nt “nwo ae 


segments). 
After the heading, the USERS display shows the active circuits and links, using the following formats: 


Uplink(fromcall) 
Downlink(fromcall -tocall) 
Circuit(othernode usercall) 
Host(thisnode) 


e 4 & 


The "<-->" symbols represent active "patchcords” in the node that connect uplinks, downlinks, circuits, and 
possibly the host terminal (if any). The lines which do not contain the patchcord symbol represent users who 
are in command mode at the node. 


5.4. SYSOP Command 


The SYSOP command allows an authorized control operator to establish his credentials prior to making 
privileged changes using the NODES, PARMS, or IDENT commands, or executing a RESET command. It 
uses a randomized validation algorithm, in conjunction with a "password string" previously entered via the 
node’s host terminal. The command is simply "SYSOP", in response to which the node will respond with a 
list of five random numbers: 


SYSOP 
BAX: WOAMT-3} 26 13 545-38 


The control operator must respond by entering the five characters in the correspondingly numbered character 
positions of the "password string". The random numbers returned by SYSOP will always correspond to valid 
non-space character positions of the password string. The five required characters may be entered with or 
without intervening spaces, and must be followed by a carriage-return. There is no acknowledgement of 
success or failure. 


For example, assume the password string is "The quick brown fox jumped over the lazy dog’s back 
0123456789 times". A valid control operator validation sequence might be: 


SYSOP 
LAX: W6AMT-3} 26 13 54 5 38 
dolga 


where the 26th character of the password string is "d", the 13th character is "o", etc. If the validation 
succeeds, subsequent IDENT, NODES and PARMS update requests and the RESET command are honored; 
otherwise, they are quietly ignored. When accessing the node from a local host terminal, control operator 
privileges are automatically granted. There is no need to use the SYSOP command in this case. 


5.5. IDENT Command 


The IDENT command allows an authorized control operator to set or change the mnemonic identifier of the 
node. The command is: 


IDENT identifier 


where "identifier" is a string up to six characters long, or "*" if the node is to have no identifier at all. For 
example: 
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IDENT LAX 

LAX: W6AMT-3} LAX 
IDENT * 

W6AMT-3 } 


Node identifiers should normally be composed of letters and digits only. Non-printing characters and 
punctuation marks are invalid (with one exception discussed in the next paragraph). Lower-case letters are 
converted to upper-case. In-addition, NET/ROM will not accept a node identifier that "looks like" a valid 
amateur callsign a string of letters and digits looks like a callsign if it is between four and six characters 
long, has either one or two digits, and the rightmost digit is neither the first nor the last character in the 
string. 

A node identifier may use the character "#" in its first character position. This causes the node to be 
supressed from the NODES displays at other nodes. (NOTE: The use of other punctuation characters in node 
identifiers is reserved for possible future extensions of NET/ROM.) 


Before using the IDENT command to change the node identifier remotely, you must validate your credentials 
as a control operator by using the SYSOP command...otherwise, the node identifier is left unchanged. 


5.6. PARMS Command 


The PARMS command can be used to display or change various numeric parameters that affect operation of 
the node. To display the node parameters, use PARMS with no parameters: 


PARMS 
fees WOAMT=3)}" 50 “1 °1921255 "6 95 13600°64 60.93 37180 
mea s900 16 4 7 10 100 18000 1 1 1 


The following 24 node parameters are displayed in sequence: 


No. Description of Parameter Default Min Max 
1. Max destination list entries 50 1 400 
2. Worst quality for auto-updates 1 0 255 
3. | Channel 0 (HDLC) quality 192 0 255 
4. Channel 1 (RS232) quality 230 0 259 
5. | Obsolescence count initializer 6 0 255 
6. Obs. count minimum to be broadcast s) 1 255 
7. Auto-update broadcast interval 3600 0 65535 
8. Network "time-to-live” initializer 64 0 255 
9. Transport timeout (seconds) 60 5 600 
10. Transport maximum tries 3 2 127 
11. Transport acknowledge delay (seconds) 3 1 60 
12. Transport busy delay (seconds) 180 it 1000 
13. Transport requested window size 4 1 127 
14. Congestion control threshhold 4 1 se | 
15. No-activity timeout(seconds) 900 0 65535 
16. Link digipeater wait "DWAIT" (10ms) 16 0 127 
17. Link T1 timeout "FRACK" (seconds) 4 1 15 
18. Link tx window size "MAXFRAME" 7 1 7 
19. Link maximum tries (O=try forever) 10 0 17h 
20. Link T2 timeout (10ms increments) 100 0 65535 
21. Link T3 timeout (10ms increments) 18000 0 65535 
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22. AX.25 digipeating (1=enabled) 1 0 1 
23. Validate callsigns (1=enabled) 1 0 1 
24. Station ID beacons (1=enabled) 1 0 1 


To change node parameters, use PARMS followed by a series of decimal parameter values in the same 
sequence described above: 


PARMS * * 224 * 8 6 
BASIWOAMI-~Sj=50 1 224 255 8 6 3600 64 60 3 3 180 
meaeg00 216 4 7 10°100 18000 11.1 


To change a particular parameter, you must enter values for all preceding parameters as well. Entering "*" 
instead of a value causes the corresponding parameter value to be left unchanged. If fewer values are given 
then there are parameters, then the trailing parameters are also left unchanged. Before using the PARMS 
command to change node parameters remotely, you must validate your credentials as a control operator by 
using the SYSOP command...otherwise, the node parameters are left unchanged. 


5.7. RESET Command 


The RESET command allows an authorized control operator to perform a warm-start reset of the NET/ROM 
firmware. The command is: 


RESET 32767 


Any other form of the RESET command is ignored. Before using this command remotely, you must validate 
your credentials as a control operator by using the SYSOP command...otherwise, the RESET is ignored. 


WARNING: This command is dangerous, and should be used only as a last resort. The RESET command 
instantly terminates all links and circuits at the node (including the control-operator’s own connection). 


5.8. Command Interpreter Messages 


The following messages may be displayed by the command interpreter: 


Connected to callsign 

Busy from callsign 

Failure with callsign 

Invalid command (CONNECT IDENT NODES PARMS USERS) 
Invalid callsign 

Node busy 

Circuit table full 

Link table full 

Host table full 

Routing table full 


6. Host Interface 
The node’s host terminal may be used to enter both host command lines and information lines. Lines may be 


up to 256 characters long, including the terminating carriage-return. BS or DEL may be used to delete the 
last one or more characters typed on a line; CTRL-U or CTRL-X may be used to delete the entire line. 
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Lines that don’t start with an ESC are interpreted as information lines. If the host interface is connected, 
information lines are sent across the connection; otherwise, they are discarded. 


Host command lines begin with an ESC character (echoed as "* "). Valid host commands are: C, D, P, T, 
and Y. 

6.1. ESC-C - connect 

The ESC-C command connects the host terminal to the node. When connected, the host terminal acts like a 
user that has been uplinked to the node. All ordinary node commands (CONNECT, IDENT, NODES, 
PARMS, RESET, SYSOP, and USERS) may then be entered as information lines. However, the host 
connection automatically has control operator privileges, so using the SYSOP command is unnecessary. 
NOTE: The host terminal connection (like any uplink) is automatically disconnected after 15 minutes of no 
activity. 

6.2. ESC-D - disconnect 


The ESC-D command disconnects the host terminal from the node. 


NOTE: For unattended operation, be sure to disconnect the host interface with ESC-D! 


6.3. ESC-P - password string 

The ESC-P command sets the "password string" used by the SYSOP command to validate the credentials of 
control operators. The phrase may be up to 80 characters long (any excess is ignored), and may include 
spaces and control characters (except for CR and LF). Upper- and lower-case letters are treated as distinct 
from one another in the password string. 

Note that the random numbers returned by the SYSOP command will always correspond to valid non-space 
character positions of the password string. For maximum security, it is a good idea to use a password string 
that is close to the maximum length of 80 characters, and doesn’t contain too many spaces. 


ESC-P with no parameter displays the current password string. 


6.4. ESC-T _- transmitter key-up delay 

The ESC-T command sets the transmitter key-up delay (TXDELAY), which is the time interval allowed by 
the node between asserting push-to-talk and starting to transmit data on the HDLC port. ESC-T expects a 
decimal integer parameter in the range 0 255 which defines the delay in 10-millisecond increments. The 
default value is 30 (i.e., 300 milliseconds). 


ESC-T with no parameter displays the current setting. 
6.5. ESC-Y - enable/disable host connections 


ESC-Y1 enables the host interface for incoming connections. ESC-YO disables the host interface for 
incoming connections (default). ESC-Y displays the current host interface state (0 or 1). 
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NOTE: For unattended operation, be sure to disable the host interface with ESC-YO! 


6.6. Host Interface Messages 
The following messages may be displayed by the host interface: 


CONNECTED to callsign 
DISCONNECTED fm callsign 
CONNECT REQUEST fm callsign 
INVALID COMMAND 


7. Installation Instructions 


This section provides a step-by-step checklist for installing a new NET/ROM node. For a hassle-free 
installation, be sure to follow the instructions carefully. 


7.1. Hardware Setup 

wort. Verity TNC-2 rev. 2 

NET/ROM requires hardware using TAPR TNC-2 revision 2 (or later) circuitry. Late-model TAPR kits and 
all commercially manufactured "clones" use this circuitry. However, a few early-model TAPR kits were 


shipped with the version 1 circuit board, and these must be upgraded with the version 2 modifications that are 
available from TAPR. 


7.1.2. Upgrade to 32K of RAM 


For most installations, NET/ROM also should be installed in a TNC-2 with 32K of RAM. It will run with 
16K, but will run short of memory under moderate-to-heavy traffic loads. 


Most TNC-2s manufactured prior to 1987 were originally equipped with only 16K of RAM. Inasmuch as the 
latest version of TAPR firmware requires 32K, however, many TNC-2s have already been upgraded to 32K. 


To upgrade a 16K TNC-2 to 32K: 


* Remove U24 and U25 (both are 8K RAMs, type 6264). 
a On the bottom of the circuit board, cut the trace between the center and top positions of JMP12. 
‘a Add a wire connecting the center and bottom positions of JMP12. * Install one 32K RAM IC (type 


43256 or 62256) in U25. (If not available locally, may be obtained from TAPR for $20.00.) 


7.1.3. Increase time constant of PTT failsafe timer 


All tested TNC-2s have a push-to-talk failsafe timer which limits key-down time to approximately 10 12 
seconds maximum. This value is too short for NET/ROM use at 1200 baud, in our experience, and can 
cause truncation of crosslink transmissions and routing broadcasts. We strongly recommend increasing the 
failsafe timeout interval to approximately 60 seconds. To do this, simply replace capacitor C31 with a 47 
microfarad radial-lead electrolytic capacitor rated at 15 WVDC or higher. Be sure to observe proper polarity. 


7.1.4. Set 4.9 MHz CPU clock 
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TNC-2’s are normally set up for slow CPU clock speed (2.4576 MHz). Although NET/ROM will run reliably 
at this speed, performance is noticeably improved by changing to high CPU clock speed (4.9152 MHz). 
Although this is somewhat faster than the rated speed of some TNC-2 parts, we have tested NET/ROM with 
numerous TNC-2s (including clones from several manufacturers), and none failed to operate reliably at the 
higher clock speed. 


To change a TNC-2 to high clock speed: 


* On the bottom of the circuit board, cut the trace connecting the center and right positions of 
JMP2. 
‘ Add a wire connecting the center and left positions of JMP2. 


NOTE: For the MFJ 1270B, the jumpering is different. This may also be true for other TNC-2 “not-quite- 
clones" so check your TNC documentation carefully. 

7.1.5. Wire DCD-B to RS232 port 

The following modification is required for TNCs that will be used in dual- or multi-channel NET/ROM 
configurations. Since it does not impair normal operation in any way, we recommend it for all TNCs to be 


used with NET/ROM...you may want to upgrade to dual-channel operation later. 


To make this modification, connect one end of a wire to pin 23 of the RS232 connector. Connect the other 
end of the wire to pins 1-2-3 of JMP9 (these three pins are already hooked together on the circuit board). 


This modification allows the NET/ROM firmware to be configured for multi-channel operation by jumpering 
RS232 pins 10 and 23 together in the TNC-to-TNC cable. 

7.1.6. Upgrade U3 op-amp for 9600-baud operation 

Most TNC-2s use an LM324 op-amp (U3) to generate bipolar RS232 output signals. In our experience, most 
LM324s do not have sufficient slew rate for reliable operation at 9600 baud. This can be remedied easily, 
and we strongly recommend the fix. 

Simply replace the LM324 at U3 with either a TLO74 or TLO84 IC (manufactured by Texas Instruments and 
perhaps others). 

7.1.7. Set baud rate switches 

Follow the switch-setting instructions in the TNC-2 manual. We have performed extensive reliability testing 
of NET/ROM at HDLC and RS232 baud rates up to 9600; it runs reliably at these high baud rates even at 
slow CPU clock speed, although we strongly advise using 4.9 MHz CPU clock for reasons of efficiency. 

For dual- or multi-channel operation, we strongly suggest setting the RS232 speed at 9600 baud it makes a 
big difference in cross-channel performance! Be sure to upgrade the U3 op-amp, however. 


7.1.8. Wire TNC-to-terminal cable 


To connect a host terminal to the TNC-2, almost any standard RS232 cable will do (as long as pins 9, 10, 
and 23 are not used). 
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7.1.9. Make sure the TNC still works... 

Connect a terminal to the TNC, power it up, and make sure that you get a sign-on message and that the unit 
still appears healthy. If it doesn’t, then either (1) you have made an error; (2) you have installed a bad IC; 
or (3) your TNC won’t run at the fast CPU clock speed. 

7.1.10. Finally, install NET/ROM’ 

NET/ROM is distributed in the form of a 27C256 EPROM which simply plugs into the ROM socket (U23) 
of the TNC-2 in place of the standard TAPR firmware ROM. Be very careful when inserting the new 
EPROM, making sure that pin 1 is oriented correctly, and that none of the pins are bent under the IC. 


The node callsign is "hard-coded" into each NET/ROM EPROM, and cannot be changed. If you must change 
the node’s callsign, you will have to order a new EPROM. 


Note: Be certain to save the original ROM you may need it if you ever want to recalibrate the TNC-2 
modem or to restore regular TNC functionality. 

7.2. Parameter Setup 

After setting up the TNC-2 hardware, connect a terminal to the RS232 port. Power up the TNC-2 and make 
sure you see the NET/ROM sign-on message. Then perform the following steps: 

7.2.1. Verify the node’s callsign 

The callsign of the node (as encoded into the EPROM) is displayed in the NET/ROM sign-on message. 
Make sure it is correct! 

7.2.2. Connect the host terminal to the node 

Enter ESC-C followed by a carriage-return. This connects the host terminal to the node’s command 
interpreter. You will see the message: "CONNECTED to nodecall”. 

7.2.3. Enter the node’s mnemonic identifier 

Use the IDENT command to enter the mnemonic identifier of the node, which can be up to six characters 
long. Don’t use punctuation or non-printing control characters in the identifier, and don’t use an identifier that 
"looks like" a valid amateur callsign. (Suggestion: three-letter airport identifiers make nice node mnemonics.) 
7.2.4. Enter the password string 

Enter ESC-P followed by a "password string" up to 80 characters long. It is best to pick a string that 
occupies the full 80 characters, or close to it, and doesn’t contain too many spaces. The string may contain 
any ASCII characters except CR and LF...even non-printing control characters are legal. You must remember 


the password string in order to perform privileged control operator functions remotely. Don’t forget it unless 
you enjoy trips to the site! 
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7.2.5. Prepare the node for unattended operation 


Enter ESC-D to make sure the host interface is disconnected. Enter ESC-YO to disable host connections. 
You should always remember to do these two things before you disconnect the host terminal. 


7.3. Dual- or Multi-Channel Operation 


To install a dual- or multi-channel NET/ROM node, you should follow the previously-described steps for each 
TNC. Make certain that each TNC has a different callsign (often, only the SSID suffix changes). Verify that 
each TNC is functioning correctly as a single-channel node before attempting to interconnect the TNCs. 


For a dual-channel node, simply connect the two TNCs together, using a special RS232 cable wired as shown 
in the diagram. (Don’t try to use the host-terminal cable it won’t work!) 


To interconnect three or more TNCs as a multi-channel node, you will have to make up a diode-matrix 
coupler. A schematic for a three-channel coupler is shown below. It uses 12 diodes (1N4148 or equivalent). 
A four-port coupler is similar, but requires 24 diodes, and is probably the maximum practical configuration. 
{Hint: the formula for the number of diodes is 2*N*(N-1).] 
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8. Appendix A: NET/ROM Protocols 
8.1. Inter-Node HDLC Frame Layout 
The HDLC frame structure used by NET/ROM for its inter-node crosslinks is illustrated in the diagram. 


Each frame consists of a standard AX.25 link header, followed by a 15-byte network header and a 5-byte 
transport header. The network header contains the information needed for automatic routing, while the 
transport header supports end-to-end error and flow control for circuits 


8.2. Transport-Layer End-to-End Protocol 


The Circuit Manager implements a conventional "sliding window protocol" in order to provide end-to-end 
flow and error control for each transport circuit. The protocol is similar to AX.25, but with these major 
differences: 


- Receive window size is negotiated, and usually greater than 1. * 8-bit sequence numbers, 
allowing window sizes up to 127 frames. * Selective NAKing is supported. 


Six different transport-layer message types are supported: 


Connect Request 
Connect Acknowledge 
Disconnect Request 
Disconnect Acknowledge 
Information 

Information Acknowledge 


* *& *€ & EF ¥ 


These are described in greater detail below. 


8.2.1. Connect Request 


A Connect Request is used to initiate a new transport circuit between the originating node and the destination 
node, on behalf of the originating user. The circuit index is the subscript of a circuit table entry in the 
originating node. The circuit ID is a serial number used to qualify the circuit index, in order to eliminate 
any possible ambiguity in identifying the circuit. The proposed window size specifies the maximum receive 
window size (in frames) that the originating node is prepared to accomodate. 


8.2.2. Connect Acknowledge 

A Connect Acknowledge is used to respond to an incoming Connect Request. If the high-order bit of the 
opcode byte is set, it indicates that the Connect Request is being refused; otherwise, it is being accepted. 
The accepted window size indicates the negotiated size of the receive window for this circuit, and will never 
exceed the proposed window size of the Connect Request. 


8.2.3. Disconnect Request 


A Disconnect Request is used to request the termination of a transport circuit, and may be sent by the node 
at either end of the circuit. 
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8.2.4. Disconnect Acknowledge 


A Disconnect Acknowledge is used to acknowledge a Disconnect Request. 


8.2.5. Information 


An Information message is used to pass user information across a transport circuit. Because AX.25 frames 
are limited to 256 bytes and the combined network and transport header overhead totals 20 bytes, the 
maximum size of the information field is 236 bytes. NET/ROM automatically fragments and reassembles any 
user-supplied link-layer information frames that exceed 236 bytes in order to meet this constraint. 


Each Information message also serves as a "piggybacked" Information Acknowledge. The Tx Sequence 
Number identifies the current information, and the Rx Sequence Number specifies the next incoming 
information expected. 


If the choke flag is set (bit 7 of the opcode byte), it indicates that this node cannot accept any more 
Information messages until further notice. If the NAK flag is set (bit 6 of the opcode byte), it indicates that 
a selective retransmission of the frame identified by the Rx Sequence Number is being requested. If the 
more-follows flag is set (bit 5 of the opcode byte), it indicates that the information is a fragment of a long 
information frame, and must be reassembled with one or more following information messages by the 
destination node. 


8.2.6. Information Acknowledge 


An Information Acknowledge is used to acknowledge incoming Information messages. The Rx Sequence 
Number specifies the next incoming information expected. 


If the choke flag is set (bit 7 of the opcode byte), it indicates that this node cannot accept any more 
Information messages until further notice. If the NAK flag is set (bit 6 of the opcode byte), it indicates that 
a selective retransmission of the frame identified by the Rx Sequence Number is being requested. 


8.3. RS232 Interconnect Protocol 


For multi-channel nodes, information is passed among the interconnected TNCs via their RS232 ports. The 
interconnect operates using the same link-, network-, and transport-layer protocols as normal HDLC crosslinks, 
except that a simple asynchronous variant of HDLC is employed. 


Each frame is preceded with an ASCII STX (instead of an HDLC flag), and terminated by an ETX plus a 
one-byte checksum (instead of an HDLC frame-check sequence). Any embedded STX, ETX, or DLE 
characters within the body of the frame are prefixed by a DLE character (this takes the place of normal 
HDLC "bit stuffing"). 


When two TNCs are connected using the recommended TNC-to-TNC cable, communications between the two 
TNCs is full-duplex and extremely fast (especially at 9600 baud). 


When three or more TNCs are interconnected using the recommended diode-matrix coupler circuit, 
intercommunications- between the TNCs is essentially half-duplex and utilizes CSMA/CD arbitration. 
Consequently, do not expect performance to be quite as spectacular as it is with the dual-channel 
configuration. 


25 


en 


igo atwiaey bow Wi sod etka wis ue fare ood eal we wa) hae vi ot 
mot (ahve aboard eit +2) oe WAM ‘els Y~ soi: oped! gang Dane 


“OUGHT inuemeae og socal so yah omml Bee angie, lal Bi amir 


ect 
nian) Kiwretiiend | bowie all Nii, Draenbelan is pc ey 


mao bi waned 4 pegenimigge MONTSIM onal BGt” Ll a 


Coll ogbalbwemih volando "Wedd as wh 
Lind Ot esilinaga MOR SompOOR A oat ae ONG “i 
rage Dipti: SG: te tet) ees ae {oneal AuERY: od +6 c. 


Mem gut & oh aowero tien oh i “lt ek ial a Aniet 3h eral il) wh we ena). MP at att a 


f { ; 7 ul 
4 ootT aoppmtondt wclioint “niin ag bebed mits ‘al hen Hath elle Coat, 


M Canin 


vy ai te ' 


4 i} | Tolle | ce | 1 i} 
ied ae o 


pusofl alent saint «tod Modmmnial Setar 
aloha baat voy o * shag hoquaved’ Sat” ofowaeay a 


THELEN SANT MATS, PE ni Bwyig Bh toasxe bade 


he seen) Yio tik ie a wat AAV wit} Ok dosent 7 arvana 
apm Ghd dl wee peneiipee at Gil yet hatte eed atti io aoe 


Rate nee OM wriwrodig? cytnett ty ai rigtuy we naa a reuse ie re A 


fd 1 


ny } ) ye 


| ae 


f 


i q * 
hanwoqny nonacd sa i tae ally a iN mtd 


meat sytndal al ed cncpre ~ ort vl ae m osha iy GOuhelan. 


SLY Ih My \ 

sherg) i OAT boirorecein et daly boevenaiy i eae pene 7 
Syst us a. SJ Wn musica sade ia pli 

ft. vet, freer gett OTH oie ee ly indetti) “ra woeA rag eh Drapes 
ot XT Debbi in Comment Booker oe a ae to as a 


My oo Meee st)) “te ae aw vd how fle aN out ogre, cuy ye Sing pdr 
j . : /, , si . | ee n 

v! Sanaa: SY ee ee Dalinseymmady “tht Y bervagtion wt . 
(bund DOA 16 ns yhoo hin: % 

ie 


TOVAMED ogling thad  Viimenaliaen aa aOAT: pr andi ‘ 
ply thee, OL eS nisl a) it alii od aad Dineen. Saal 


ey 
7 


9. Appendix B: NET/ROM Routing 
9.1. Routing Table Structure 


The routing table maintained by each node consists of two dynamically allocated threaded lists: the 
destination list and the neighbor list. The destination list contains an entry for every other node "known" to 
this node. (This is the the list displayed by the NODES command.) The neighbor list contains an entry for 
only those "neighboring" nodes to which this node has a direct link. 


For each node in the destination list, the routing table up to three routes to that destination node. In this 
context, a route simply identifies a neighboring node that is a step closer to the ultimate destination. For 
each route, the destination list maintains a quality value which quantifies the relative desirability of each 
route. NET/ROM maintains route quality as an integer which ranges from 255 (best) to 0 (worst). Routes 
are maintained in sorted order by quality, and NET/ROM always attempts to use the highest-quality route 
available. It also keeps an obsolescence count , which enables NET/ROM to purge paths from its routing 
table when it has become unuseable and remained so for a protracted period of time. 


Observe that the routing table does not contain the entire path to each known destination (this is unnecessary, 
and would require too much memory), but just a list of neighboring nodes that are reasonable choices for a 


next step enroute to the destination. You can ask to see the routes to a particular destination node by using a 
NODES command that specifies the callsign or mnemonic identifier of the destination. 


9.2. Network-Layer Routing Algorithm 


The Routing Manager analyzes the network header of each incoming ’CF’-frame, and determines how to route 
that frame. The network header contains the callsign of the destination node and a "time-to-live" counter. 
(For the layout of the network header, see the diagram on the preceding page.) The routing algorithm is 
straightforward, and is described in the flow diagram. 


9.3. Automatic Routing Table Updates 


Fach node makes a periodic broadcast of information from its routing table in order to provide the basis of 
routing table updates at neighboring nodes. The broadcast is normally made once an hour, although the 
frequency may be changed with the PARMS command by the control operator. 


The routing broadcast takes the form of one or more AX.25 Ul-frames tagged with PID=’CF’. The source 
callsign identifies the broadcasting node, and the destination callsign is "NODES". 


Up to 11 destinations are packed into each Ul-frame, and the node broadcasts as many such frames as 
required to send every eligible destination in its routing table. 


When a node receives an auto-routing broadcast Ul-frame from one of its neighboring nodes, it analyzes the 
contents and makes appropriate updates to its own routing table. This process is more complex than one 
might think. The receiving node utilizes a series of heuristic rules to keep the size of its routing table 
manageable and to try to avoid "loops" and other undesirable routes. Here is a summary of the most 
important rules used in processing auto-routing update broadcasts: 


x If the worst quality for auto-updates parameter (set by PARMS) is zero, all 
auto-update broadcasts are ignored. 


= If the if the PID of the Ul-frame is not ’CF’ hex, or if the first byte of its 
contents is not the proper signature (’FF’ hex), the frame is ignored. 
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= A direct route is assumed to exist to the node that originated the broadcast. 
The quality of this route is set in accordance with the channel quality 
parameter (set by PARMS) appropriate to the channel (HDLC or RS232) 
over which the broadcast was received. 


* For each destination node listed in the broadcast, an indirect route is 
assumed to exist via the node who originated the broadcast. The quality of 
this route is calculated by combining the broadcast quality with the channel 
quality parameter appropriate to the channel over which the broadcast was 
received. The qualities are multiplied, normalized, and rounded as shown in 
the following formula: 


routequality = ((broadcastquality x channelquality) + 128) / 256 


= An indirect route is considered to be a trivial loop if the callsign of the 
best-route neighbor node in the broadcast matches the callsign of the 
receiving node. Trivial loop routes are assigned a quality value of zero, so 
they are used only as a last resort. Quality-zero routes are never included 
in outgoing auto-routing broadcasts. 


* Only the three higest-quality routes to a destination are retained. 


* Any route with quality less than the worst quality for auto-updates 
parameter (set by PARMS) is ignored. 


- If the number of entries in the destination list is greater than or equal to the 
max destinations parameter (set by PARMS), then no additional destinations 
will be added. 


Each route in the routing table has an obsolescence count which is initialized to the “obsolescence count 
initializer" value (set by PARMS) whenever the route is added or updated as the result of an auto-routing 
broadcast. The count is also reinitialized to this value whenever the route is actually used successfully. The 
default initializer value is 6. Periodically, NET/ROM scans through the routing table and decrements the 
obsolescence count of every route in the table this scan occurs with the same frequency as routing broadcasts, 
normally once each hour. The obsolescence count of a route is also decremented whenever the route fails in 
actual use. If the obsolescence count of a route is decremented to zero, the route is deleted from the routing 
table. 


A routing table entry created by the automatic routing update mechanism can never have an obsolescence 
count of zero, since such an entry is automatically purged from the table when its count reaches zero. When 
a route is entered into the routing table manually with the NODES+ command, however, it is possible to set 
the route’s obsolescence count to zero. This has special significance: it marks the route as permanent. Such 
a permanent route will never be updated or deleted by the auto-update mechanism. It can, however, be 
deleted manually (with the NODES- command). 
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10. Appendix C: NET/ROM Parameters 


This section describes in detail the function of the 24 parameters that the control operator can change 
remotely using the PARMS command. 


Parameter 1 

Max destination list entries (default=50, minimum=1, maximum=400) 
Defines the maximum allowable number of destinations in the node’s routing table. Each destination 
consumes 32 bytes of RAM. The control operator can use this parameter to limit the amount of RAM that is 
allocated to the routing table, thus ensuring that sufficient space remains for frame buffering. 


Parameter 2 

Worst quality for auto-updates (default=1, minimum=0, maximum=255) 
Defines the poorest route quality that will be automatically added to the node’s routing table. The control 
operator can use this parameter to limit the automatic routing update function to accept only higher-quality 


routes. In addition, the automatic update function can be disabled altogether by setting this parameter to zero. 


Parameter 3 

Channel 0 (HDLC) quality (default=192, minimum=0, maximum=255) 
Defines the quality of the radio channel connected to the node’s HDLC port. The control operator should set 
this parameter to an appropriate quality value in accordance with the speed, reliability, and congestion 
anticipated on the channel. The default value of 192 is appropriate for a 1200-baud user-accessible 
frequency...if the actual channel quality is better (e.g., a UHF backbone frequency) or worse (e.g., an HF 
link), the parameter value should be changed accordingly. 


Parameter 4 

Channel 1 (RS232) quality (default=255, minimum=0, maximum=255) 
Defines the quality of the TNC-to-TNC interconnect channel connected to the node’s RS232 port. The control 
operator should set this parameter to an appropriate quality value in accordance with the speed, reliability, and 
congestion anticipated on the channel. The default value of 255 is appropriate for a 9600-baud two-modem 
interconnect cable...if the actual channel quality is worse (€.g., a three- or four-port interconnect, or a satellite 
link), the parameter value should be changed accordingly. 


Parameter 5 

Obsolescence count initializer (default=6, minimum=0, maximum=255) 
Defines the initial value given to the obsolescence count of a route that has been newly added or updated by 
the node’s automatic routing table update mechanism. The obsolescence count of a route is also reinitialized to 
this value whenever the route is actually used successfully. The obsolescence count of a route is decremented 
once each auto-update broadcast interval (see parameter 7 below). However, such periodic decrementing of 
route obsolescence counts can be disabled altogether by setting this parameter to zero. 


Parameter 6 

Obsolescence count minimum to be broadcast (default=5, minimum=1, maximum=255) 
Defines the minimum obsolescence count threshhold below which a route will not be included in the node’s 
automatic routing broadcasts. The purpose of this threshhold is to prevent the node from broadcasting "stale" 
routing information to other nodes. Under normal circumstances, this parameter should be assigned a value 
no greater than the value of parameter 5 (obsolescence count initializer); if it is greater, the node’s broadcasts 
will include no destinations other than itself. 


Parameter 7 

Auto-update broadcast interval (seconds) (default=3600, minimum=0, maximum=65535) 
Defines the number of seconds between automatic routing broadcasts issued by the node. The default value 
of 3600 specifies an hourly broadcast. In addition, broadcasts can be disabled altogether by setting this 
parameter to zero. 
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Parameter 8 

e .etwork "time-to-live" initializer (default=64, minimum=0, maximum=255) 
Defines the initial value of the "time-to-live" field in the Network Header of all network-layer frames 
originated by this node. The time-to-live field is decremented by each intermediate node that relays the 
frame. If the time-to-live value ever reaches zero, the frame is discarded. This protects the network against 
frames persisting forever as the result of a routing loop. The value of this parameter should be a bit larger 
than number of "hops" in the longest legitimate route in the network. 


Parameter 9 
Transport timeout (seconds) (default=60, minimum=5, maximum=600) 
Defines the number of seconds between transport-layer retries. 


Parameter 10 
Transport maximum tries (default=3, minimum=2, maximum=127) 
Defines the maximum number of transport-layer tries attempted before a circuit failure is reported. 


Parameter 11 

Transport acknowledge delay (seconds) (default=3, minimum=1, maximum=60) 
Defines the number of seconds’ delay used by the transport layer from the time it receives an information 
message until it sends an information-acknowledge message. The purpose of this delay is to give the 
acknowledgement an opportunity to be "piggybacked" upon an outgoing information message. 


Parameter 12 

Transport busy delay (seconds) (default=180, minimum=1, maximum=1000) 
Defines the maximum number of seconds that the transport layer will remain "choked" as the result of an 
incoming message that has the choke flag bit set. The purpose of this timeout is to prevent an indefinite 
hangup in the event that the “unchoke” message is lost. 


MP rrareter 13 
Transport requested window size (frames) (default=4, minimum=1, maximum=127) 
Defines the maximum number of incoming out-of-sequence information messages that the transport layer will 
buffer while waiting for the next expected information message to arrive. Also defines the maximum number 
of outgoing information messages that the transport layer will send without receiving acknowledgement. 


Parameter 14 

Congestion control threshhold (frames) (default=4, minimum=1, maximum=127) 
Defines the maximum allowable backlog of messages that the transport layer will buffer before it sends a 
choke message. Also defines the maximum allowable backlog of frames that the link layer will buffer before 
it sends an RNR control frame. 


Parameter 15 

No-activity timeout (seconds) (default=900, minimum=0, maximum=65535) 
Defines the maximum number of seconds that a transport-layer circuit or a link-layer connection can remain 
idle (i.e., no information transfer in either direction) before’ it is automatically disconnected. 


Parameter 16 

Link digipeater wait "DWAIT" (10ms increments) (default=16, minimum=0, maximum=127) 
Defines the extra clear-channel interval (measured in 10-millisecond increments) that the link-layer requires 
before keying up the transmitter to send frames originated by the node. (This extra interval is not required to 
send digipeated frames.) For networks in which digipeating is seldom used, the control operator may wish to 
set this parameter to zero. 


Parameter 17 


Link T1 timeout "FRACK" (seconds) (default=4, minimum=1, maximum=15) 
Defines the number of seconds between link-layer retries. When digipeating is used, this value is multiplied 
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by 2D+1, where D is the number of digipeaters. 


Parameter 18 

Link transmit window size "MAXFRAME" (frames) (default=7, minimum=1, maximum=7) 
Defines the maximum number of outgoing information frames that the link layer will send without receiving 
acknowledgement. 


Parameter 19 

Link maximum tries (default=10, minimum=0, maximum=127) 
Defines the maximum number of tries that the link layer will attempt before reporting a link failure. If this 
parameter is set to zero, the link layer will retry forever (not recommended). 


Parameter 20 

Link T2 timeout (10ms increments) (default=100, minimum=0, maximum=65535) 
Defines the delay (measured in 10-millisecond increments) used by the link layer from the time it receives an 
information frame until it sends an acknowledgement (RR, RNR, or REJ) control frame. The purpose of this 
delay is to give the acknowledgement an opportunity to be "piggybacked" upon an outgoing information 
frame. 


Parameter 21 

Link T3 timeout (10ms increments) (default=18000, minimum=0, maximum=65535) 
Defines the maximum no-activity period (measured in 10-millisecond increments) permitted by the link layer 
before it issues a poll to make sure the link is still intact. This timeout is also used to break link-layer choke 
deadlocks. 


Parameter 22 
AX.25 digipeating (1=enabled, 0=disabled) (default=1, minimum=0, maximum=1) 
Defines whether or not the node will perform AX.25 digipeating. The default value of 1 causes digipeating 


“ta be enabled. 


Parameter 23 

Validate callsigns (1=enabled, 0=disabled) (default=1, minimum=0, maximum=1) 
Defines whether or not the node will perform validation checks on amateur callsigns. The default value of 1 
causes callsign validation to be enabled. 


Parameter 24 

Station ID beacons (1=enabled, 0=disabled) (default=1, minimum=0, maximum=1) 
Defines whether or not the node will broadcast station-identification beacons every 9 minutes and 59 seconds. 
The default value of 1 causes this feature to be enabled. 
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11. Appendix D: Miscellaneous Operating Notes 


11.1. Fixed Limitations 


The following fixed limits apply to the current version of NET/ROM: 


* Maximum number of links per node: 25 
* Maximum number of circuits per node: 20 


11.2. Watchdog Timers 


Some digipeater operators have been known to incorporate a “watchdog timer" circuit to prevent the 
possibility of a TNC hangup due to software failure. The simplest approach is to rig up a 555 timer that 
resets the TNC every 10 or 15 minutes. 


Trying to use such a "brute force" approach on a NET/ROM node would be disasterous. Reseting a 
NET/ROM node causes instant termination of all uplinks, downlinks, and crosslinks to or from that node. 
Don’t even consider it! 


A somewhat more sophisticated approach is to set up a retriggerable timer triggered by the TNC’s push-to-talk 
output. The idea is to reset the TNC only if PTT has not been activated for some period of time. This 
approach will probably work OK with NET/ROM as long as the timeout period is at least 15 minutes or so. 
The automatic station-identification broadcasts every 9 minutes and 59 seconds should prevent such a timer 
from firing unless something goes terribly wrong. If you use this approach, don’t tum off the station- 
identification feature! 


Our experience is that the hardware and firmware are extremely reliable, and consequently this sort of timer 


| '~-=sis rerely necessary. 
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11.3. Long Frames 


To achieve best efficiency using NET/ROM, users may wish to set their TNC’s maximum frame length 
parameter ("PACLEN") to 236 bytes or less. The maximum allowable AX.25 information frame is 256 bytes. 
Since NET/ROM inter-node protocols impose an additional overhead of 20 bytes, the transport-layer 
information field is limited to a maximum of 236 bytes. User frames longer than 236 bytes are automatically 
fragmented into two transport frames by the originating node, and reassembled into one long frame again by 
the’ destination node. This fragmentation and reassembly is completely transparent to users of the network, so 
the only disadvantage of sending long frames (>236 bytes) is some additional overhead. 


11.4. Callsign Validation 


NET/ROM includes a callsign validation algorithm whose purpose is to protect the network against invalid 
amateur callsigns in commands, link headers, routing table entries, etc. To qualify as a valid amateur 
callsign, a callsign must meet the following criteria: 


Length of callsign (excluding SSID) must be between 4 and 6. 
All characters must be letters or digits (no punctuation or control). 
The callsign must contain either 1 or 2 digits. 

The last character of the callsign must be a letter (not a digit). 
The SSID suffix (if present) must be in the range 0 to 15. 


x £ & € & 


In practice, one of the most useful functions of such callsign validation is to prevent uplinks from improperly- 
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initialized user TNCs which are using a bad callsign (most commonly, "NOCALL", "PK64", or blank). 
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The PARMS command includes a parameter that allows a control operator to defeat this callsign validation if 
desired. However, we strongly advise against disabling callsign validation in NET/ROM, and we disclaim any 
responsibility for problems that occur in nodes operating with callsign validation disabled. 


11.5. Multi-Connect Operation 


Since many TNCs now support multiple AX.25 connections, you may wish to establish multiple simultaneous 
uplinks to your local NET/ROM node. This can be done successfully, but some precautions are in order. 
The AX.25 protocol is not capable of supporting multiple simultaneous connections in which both originator 
and destination callsigns are identical. Consequently, to achieve multiple concurrent uplinks from your TNC 
to a node, you must employ one of the following tactics: 


: If your TNC is capable of supporting independent originator callsigns 
("MYCALLs") on each channel, then you can establish different callsigns 
for each channel (typically, your call with SSIDs -0, -1, -2, etc.) and then 
uplink with impunity. Since each uplink will have a unique originator 
callsign, there will be no protocol ambiguity. This is the best approach...but 
unfortunately, many TNCs are incapable of assigning independent originator 
callsigns to each channel. 


“8 If your local NET/ROM node (let’s say it’s "W6AMT-3") has a mnemonic 
identifier (let’s say it’s "LAX"), then the node will actually respond to 
seventeen different names: its callsign (W6AMT-3) plus its identifier with 
any valid SSID (LAX, LAX-1, LAX-2,...,LAX-15). Consequently, you can 
establish multiple concurrent uplinks to the node as long as you are careful 
to call the node by a different name when establishing each uplink. 
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11.6. Assignment of Channel Quality Values 

For both channel 0 (HDLC) and channel 1 (RS232), NET/ROM maintains channel quality parameters which 
are set by PARMS and used in route quality calculations. The quality of a route segment is a value from 0 
to 255 (255 is best, 0 is worst), and the quality of a route is the normalized product of the quality of its 
segments. 

Channel quality depends upon baud-rate, congestion, and many other factors. It is up to the NET/ROM 
control operators to assign reasonable quality values to the various available channels in order to allow 
NET/ROM’s optimum routing algorithm to make the most efficient routing choices. As a starting point, we 
suggest the following values to be assigned to channel quality parameters: 

Channel Description Quality % Perfect 
9600-baud RS232 wire interconnect (2-port) 255 99%+ 
9600-baud RS232 satellite interconnect (2-port) 252 98% 
9600-baud RS232 wire interconnect (3-port) 248 97% 
9600-baud HDLC isolated internode backbone 240 94% 
1200-baud HDLC isolated internode backbone 224 88% 
1200-baud HDLC user-accessed channel 192 75% 
300-baud HDLC HF channel 128 50% 
Known loopback or route of unknown quality 0 ? 

The default channel quality values are quality=192 for channel 0 (HDLC), and quality=255 for channel 1 
(RS232). For nodes connected to high-quality backbone channels, you should use PARMS to change the 
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channel 0 quality to an appropriate value (as illustrated in the table above). Likewise, for multi-channel 
Bos with satellite interconnects or with 3 or more ports, your should change the channel 1 quality. 


The worst possible quality value (quality=0) is reserved by NET/ROM to indicate a trivial loop or route of ' 
unknown quality that should be used only as a last resort. Quality 0 paths are never propagated to other 
nodes via auto-routing broadcasts. In most situations, you should not assign a value of 0 to either of the 
channel quality parameters. 


11.7. Interfacing with a Duplex Repeater 


In high-density areas with lots of congestion on packet user frequencies, a duplex packet repeater can improve 
throughput and reduce collisions significantly in comparison to an ordinary simplex digipeater. A dual-port 
NET/ROM node can be readily interfaced with such a repeater in such a way as to give users on the duplex 
repeater access to the rest of the normal simplex network. The diagram illustrates one way in which this can 
be accomplished. 
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